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MyHuuunajabHoe AaBTOHOMHOE y4pesk/ieHue I0MOJTHUTEeIbHOr0 00pa3oBaHus

«enTp nerckoro teopuectsa umM.E.U. Ilopommuay

ITPUKA3
«08» aBrycra 2022 r. Ne 58

r. Kuposrpazn

006 yTBep)KICHUN MHCTPYKIIUH
IO 3aIIUTE IEPCOHANBHBIX JaHHBIX

Bo wucnonnenune ®PenepanbHoro 3akoHa Poccuiickoir ®depepanmun ot 27.07.2006 r.
Ne 149-03 «O6 unpopmariu, THPOPMALMOHHBIX TEXHOJIOTUSAX M O 3alluTe HHPOpPMALUN,
®enepanpHoro 3akoHa Nel52-®3 ot 27.07.2006 r. «O mepcoHalIbHBIX JIaHHBIX» M MPOYUX
HOPMATHUBHBIX JIOKyMEHTOB IO 3aluTe HWH(GOpMAIMH, a TaKkKe C MeNbl0 O00ecTieueHHs
6e3onacHocTH niepcoHanbHbIX JaHHBIX B MAY J1O «IJIT um.E.N. IToporunay,
[TPUKA3BIBAIO:

1. VYrtBepautps u BBecTH B JeiicTBUE WHCTpYKIMIO MMOJIb30BaTesl MH(DOPMALIMOHHBIX
cucteM nepcoHanbHbIX AaHHBIX MAY JIO «JAT um.E.W. Tlopommnay, (Ilpunoxenue 1 x
Hactosemy [Ipukasy).

2. YTBepIOWTb M BBECTH B AeWcTBUE MHCTPYKIMIO O MAapOIbHON 3amuTe HHPOPMALUU
B MAY J10 «UAT um.E.N. TTopommna» (Ilpunoxenue 2 k Hactosmemy [pukazy).

3. VYTBepauTh W BBeCTH B JeiicTBue MHCTPYKIMIO MO OpraHM3aldy aHTUBUPYCHOMN
3anuThl nHGopmarmu B MAY J10 « AT um.E.N. [Topommna» (Ilpunoxenue 3 k HacTosmemy
[Tpuxkaszy).

4. VTBepauTh U BBECTU B jeiicTBUE MHCTPYKIHUIO MO OpraHU3allii pe3epBUPOBAHUS U
BOCCTAHOBJICHHSI pa0OTOCIIOCOOHOCTH TEXHHUECKUX CPEJCTB M MPOTPAMMHOTO obecrieueHus, 6a3
JaHHBIX W CPEACTB 3alUThl MHQOpPMAIMK B HHYOPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX
nanabix MAY J10 « AT um.E.N. TTopomunay (Ilpunoxenne 4 k Hacrosiemy [Ipukasy).

5. VYt1Bepauth u BBecTU B AeiicTBue [lopsmok oOpamieHus co CheMHBIMH MalTHHHBIMU
HocuTessiMu niepcoHaNbHBIX AaHHBIX B MAY 1O «I AT um.E.W. Tlopommuay (I[Ipunoxenue S k
HacTosmemy [Ipukasy).

6. TpeOoBaHUS HACTOSIIETO NpPUKa3a JIOBECTH OO PaOOTHUKOB, OCYIIECTBIISIOIINX
00paboTKy MEepCOHATBHBIX JaHHBIX B MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHATbHBIX JIaHHBIX B
MAY 10 «IAT um.E.N. ITopormmHa.

7. Kontposns 3a ucnonsenuem Hacrosiero [Iprkasa octapisio 3a cOO0H.
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[Mpunoxenne 1

k npukazy MAY JIO «JAT um.E. 1.
[Topommuax»

ot «08» aBrycra 2022 1. Ne 58

NHCTPYKIUA
N0J1b30BaTe s HH(POPMAIIMOHHBIX CHCTEM MEePCOHATbHBIX JAHHBIX
MAY 10 «IAT um.E.N. ITopommua»
1. TepmuHbI 1 onpeeIeHUs!

1.1. ABToMaTH3UpOBaHHOE paboyee MEeCTO — MPOrPaAMMHO-TEXHHYECKUH KOMILIEKC,
IpeIHAa3HAYEHHBIN JJI aBTOMAaTHU3alUK JEATEIbHOCTH OIIPEIEIIEHHOTIO BUA.

1.2. AnTuBHpYCHas 3aluTa — 3alUTa UHOOPMAMU U KOMIIOHEHTOB MH(POPMALMOHHOM
CHCTEMBI OT BPEJIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BHPYCOB) (0OHapy:KeHHE BPEIOHOCHBIX
KOMIIbIOTEPHBIX ITPOrpamMM (BUPYCOB), OJOKMPOBAHUE, U30JIMPOBAHUE «3apAaXKEHHBIX» OOBEKTOB,
yJlaJIeHne BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB) U3 «3apaskeHHBIX» 00BEKTOB).

1.3. UndopmannoHHas cucremMa nepcoHalbHbIX JAHHBIX — COBOKYITHOCTb COAEPIKAILMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U OOECIEUNBAIOIINX UX 00pabOTKY MH(DOPMALIMOHHBIX
TEXHOJIOTHUI U TEXHUUYECKUX CPENACTB.

1.4. O6paboTka TmEpCOHANBHBIX JaHHBIX — JIO0Oe JelcTBhUe (Omepanus) WU
COBOKYIHOCTb  JIeHCTBMH  (omepaumii), COBEpIIAEMbIX C  HCIIOJB30BAaHHUEM  CPEICTB
aBTOMAaTHU3alMK WK 0€3 UCIONb30BaHMSI TAKUX CPEJICTB C MEPCOHATBHBIMU JIaHHBIMU, BKIIIOYAs
cOop, 3anuch, CUCTEMATU3aLUI0, HAKOIUIEHUE, XpaHEeHUe, yTOUHeHue (0OHOBIEHUE, U3MEHEHUE),
U3BJICUEHHE, MCIOJIb30BaHUE, Iepefady (pacnpocTpaHEHHe, NPEJOCTaBICHHE, JOCTYII),
o0e3nnuuBaHue, OJOKUPOBAaHUE, yIAIEHUE, YHUUTOXKEHUE IEPCOHANIBHBIX JTaHHbIX.

1.5. KonduneHnmaapHOCTh HH(POpPMAIUK — 00s3aTeNbHOE JJIS BBIMOJHEHHS JIUIOM,
HOJYYMBILIUM JOCTYH K OIpelesieHHOW HHpopMmanuu, TpeOOoBaHHWE HE IepelaBaTh TaKylo
UH(POPMALIKIO TPETHUM JIHIIaM 0e3 coriacus ee o0aaaTens.

1.6. IlepconanbHble naHHbIe — Jr00as WHGpOpMalMs, OTHOCIMIASCS K MPSIMO HIH
KOCBEHHO ONPEACICHHOMY WU ONpeensieMoMy (pu3nueckoMy JHIy (CyOBEKTY MepCOHATBHBIX
JTAHHBIX ).

1.7. Ilonb3oBarens MH(POPMALIMOHHOW CHCTEMbI NEPCOHAIBHBIX JaHHBIX — pPAaOOTHUK,
OCYILIECTBIIAIONIMI  00pabOTKY MEpCOHANBHBIX JIAaHHBIX B HWH(QOPMAIMOHHOW cHCTEMe
NEPCOHAIBHBIX JaHHbBIX.

1.8. CpencTBO aHTUBHPYCHOM 3alllUTBl — MPOrpaMMHOE CPEACTBO, peaIu3yroliee
GyHKIIMM OOHApY>KEHUSI KOMIbIOTEPHBIX MPOTrpamMM JUO0 MHON KOMIbIOTEpHOM MH(popMaluu,
IpeHa3HAYSHHBIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTOKEHUS, OJIOKUPOBaHMS, MOIUDUKALIIH,
KONUPOBaHUS KOMIBIOTEpPHON HMH(OpManMM WIM  HEUTpanu3aluu  CPEJICTB  3aIIUThI
uH(OpMalINK, a TAK)Ke pearupoBaHus Ha 0OHapy)KeHUE 3TUX MPOTrpaMM U MH(OpMaIuy.

1.9. CpenctBo 3ammTbl WHPOPMAIUU — MPOrPaMMHOE OOECIeYeHUE, MPOTPaMMHO-
anmapatHoe — oOecrieyeHue, amnmapaTHoe  oOeclieyeHHue, BEeIIeCTBO  WIM  Marepua,
IpeHa3HaYeHHOE WM UCII0JIb3YeMOE IS 3alllUThl HH(OPMALINH.

2. Oo0mue noJ10KeHus

2.1. Hacrosmas MHCTpyKIms moibp3oBareiss WHOOPMAIIMOHHBIX CHCTEM IEepCOHATBHBIX
maneix MAY JIO «AT wum.E.W. Tlopommuna» (manee — WHCTpyKIusi) ompenenser
00s13aHHOCTH, MpaBa W OTBETCTBEHHOCTh pPAaOOTHUKOB NpU paboTre B HHPOPMALIMOHHBIX
CUCTEeMax MepCcOHANbHBIX JaHHbIX (nanee — UCII/IH).

2.2. TpeboBanusi Hactosimedd WHCTpyKIHMH SIBISTIOTCS  00S3aTENBHBIMUA JUISI  BCEX
pabOTHUKOB, OCYIIECTBIISIONIMX 00pabOTKY M 3aIUTy NEpCOHANbHBIX JaHHBIX (nanee — [1/1H) B
WCIIIu — mons3oBareneit UCIIIu (nanee — [Toap3oBaresn).

2.3. K 3ammmaemoii uHbopmaruu, obpabareiBacmoit B UCIIAn MAY JO «UJAT
uMm.E.W. Tlopommuay (nanee — Yupexnenue), otHocsates [1/IH, ciayxeOHas (TeXHOIOTHYECKas)
UH(OPMaLKs CUCTEMBI 3aIUTHI U Apyras nHpOopMalys OrpaHUuYeHHOTO JOCTYIA.
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2.4. Bce mnonp3oBatermn WCIIJIH VYupexneHuss HOKHBI OBITh O3HAKOMIJICHBI C
TpeboBaHUSIMU HacTOsIeH NHCTPYKIIMY TIOJT TIOIITUCH.

2.5. Hacrosmas WHCTpyKuusi sBISETCS IOMOJIHEHHEM K JACWCTBYIOUIUM JIOKAJbHBIM
HOPMATHUBHBIM aKTaM (BHYTPEHHUM JOKyMEHTaM) IO BONpocaM obOecredeHus 0e30macHOCTH
CBeJleHHM KOH(UIEHIMAIbHOTO XapakTepa, B ToM uucie u [IJ[H, U He wuCKiIOYaeT
00513aTEIbHOTO BHIMOJHEHUS UX TPeOOBaHUH.

3. Jlomyck moJib30BareJsieii K ”HGOPMAIHOHHBIM CHCTEMAaM MEePCOHAIBHBIX TAHHBIX

3.1. Jlomyck monb3oBareneii k padore ¢ [1/{n B UCIIJIH ocymiecTBIseTCS B COOTBETCTBUU
¢ «Ilepeunem nomknocreir padbotHukoB MAY JIO «IJIT um.E.W. [TopommHay, 1omymeHHbIX K
00paboTKe ePCOHANBHBIX JaHHBIX).

3.2. K camocrosTenbpHOlM paboTe Ha aBTOMAaTH3MPOBAHHBIX pabOUYMX MecTax (manee —
APM), Bxogsamux B coctaB MCIIJIH, nomyckarorcs auia, U3y4yuBLIME TPeOOBAaHUS HACTOSILEN
WHCTpyKIMU U JIOKAaJbHBIX HOPMAaTUBHBIX aKTOB MO 3alIUTe HHPOPMAIMH, OCBOMBIINE MTPaBUIIa
sKkcIuTyaTalu APM 1 TeXHMUYECKUX CPEACTB 3alllUThI.

3.3. Jlomyck mnpou3BOAMUTCSA TOCTAE MPOBEPKH 3HAHUS Hacrosuled WHcTpykuuu u
NPaKTUYECKUX HABBIKOB B padoTe.

4. OO0s13aHHOCTH I10JIb30BATEJIS

4.1. Kaxneiii [lonp3oBaTenh HWMEOIIMA JOCTYN K  anmapaTHbIM — CPEACTBaM,
nporpaMMHoMy oOecrnieueHuto u nanHeiM MCIIJIH, HeceT mepcoHaNbHYI0 OTBETCTBEHHOCTH 3a
CBOM JICHCTBUS U 00s13aH:

4.1.1. Crporo coOmogaTh YCTaHOBJCHHBIE IIpaBWia oOecreueHus: 0e30MmacHOCTH
uH(popManuu npu padoTe ¢ IporpaMMHBIMU U TexHH4YeckuMu cpeactsamu MCII/IH.

41.2. 3HaTh ¥ CTPOrO BBINOJHATH TWpaBHJIa pPaOOTBI CO CPEICTBAMHU  3aILIUTHI
uH(popmanuu, ycraHosaeHHbIMA B UCIT/IH.

4.1.3. BoimonHATe TpeOOBaHUS MO AaHTUBHPYCHOM 3alIUTe B YacTH, Kacaroleics
nercreuii [lonp3oBarenei.

4.1.4. HememieHHO CTaBUTh B HM3BECTHOCTb OTBETCTBEHHOrO 3a oOecredyeHue
6e3onacuoctu [11n B UCITJn unu agmunuctpartopa UCII/IH:

—  IpHU NOJ03PEHUM KOMIIPOMETAIUH JIMYHOIO apoJis;

—  HECAHKI[MOHHWPOBAHHBIX (ITPOM3BEIECHHBIX C HAPYIIEHUEM YCTAaHOBJIECHHOIO MOPSIIKA)
W3MEHEHUH B KOHPUTYpAIMK MTPOTPaMMHBIX WK anmnapatHbix cpeacts UCI/H;

— OTKJIOHEHMH B HOPMalbHOM paboTe CHUCTEMHBIX W HPUKIAJHBIX HPOTrPAMMHBIX
cpencTs, 3aTpyaustomux skcruryaramnuo UCIH;

—  HEKOPPEKTHOro (PYHKIIMOHUPOBAHUS YCTAHOBIIEHHBIX CPEJICTB 3aLIUTHI;

—  0OHapy)XeHHus HelpelyCMOTPEHHBIX OTBO/IOB Kabesel U MOAKIIOYEHHBIX YCTPOMCTB;

— oOHapyxeHHUs (DaKTOB, MOINBITOK HECAHKIMOHUPOBAHHOTO JOCTyNa M CIIy4aeB
HapyIIEHHs YCTAaHOBJIEHHOIO nopsaka oopadotku I1/1H.

4.1.5. DkpaH BUJCOMOHUTOpA B MOMEILIEHUH pacIojiaraTh BO BpeMsi pabOThI TaK, YTOObI
UCKJIIOYallaCh BO3MOXXHOCTh O3HAaKOMJIEHHS C OToOpakaeMoll Ha HHMX HH(popManuen
MIOCTOPOHHUMH JIMLIAMHU.

4.2. Tlonp3oBarensm VCIT/{x 3anmpemaeTcs:

— orkiouaTh (OJOKMpOBaTh) CpeNCTBA 3alIUThl HMHGOpPMALUU, NPEAYCMOTpPEHHBIE
OpraHM3alMOHHO-pacnopsauTenbHbIMA JokyMeHTamu Ha UCIT/IH;

— TPOU3BOAMUTH Kakue-TMOO H3MEHEHHs B DJEKTPUUYECKUX CXEeMaxX, MOHTaXe u
pa3MeIIeHNH TEXHUYECKUX CPEJICTB;

— CaMOCTOSITEIbHO  YCTaHaBIMBaTh, THPAXUPOBATh, WIM  MOJIU(DUIUPOBATH
IIPOrpaMMHOE obecrieyeHue, WU3MEHATH YCTaHOBJIEHHBII AJITOPUTM
(GYHKIIMOHUPOBAHUS TEXHUUECKUX U TPOTPAMMHBIX CPEJICTB;

— oOpabateiBate B HWCII[IH wuHboOpManuioo # BBHINOIHATH JApyrue paboOThl, HE
IpelycMOTpeHHbIE niepeuHeM pas [lonbs3oBatens no nocryny k MCII/IH;

— coo0maTh (WIM mepeAaBarh) MOCTOPOHHHUM JIMIAM JIMYHBIE aTpUOYTHI M MApoJid
nocryna Kk pecypcam UCII/IH;



4

— pa6otars B UCII/IH npu oOHAapYyKEHUU KaKUX-THO0 HEUCIIPAaBHOCTEHH;

—  OCTaBIATH BKJIIOUEHHBIM 03 nprucMoTpa APM, He aKTHUBU3MPOBAB CPE/ICTBA 3AIIUTHI
OT HECAHKLIIMOHUPOBAHHOIO JI0CTYIA,;

—  YMBIIUICHHO UCHOJb30BaTh HEIOKYMEHTUPOBAHHbIE CBOWCTBA M OIIMOKH B
IPOrpaMMHOM 00€CleYeHUH WM B HACTPOMKAX CPEACTB 3alllUThl, KOTOPbIE MOTYT
NPUBECTH K 03HAKOMJICHHIO € 3alIMIIaeMoil nH(popMaen TOCTOPOHHUX JIUII,

— TPOU3BOAMTH TEpPEMEUICHUs TeXHHUeCKuX cpeactB APM 6e3 coriacoBaHus ¢
OTBETCTBEHHBIM 3a oOecneuenue 6e3onacuoctu 111 8 UCII/IH;

—  BCKpBIBaTh KOpIyca TEXHUYECKUX cpelcTB APM M BHOCUTH U3MEHEHUS B CXEMY U
KOHCTPYKIUIO YCTPONCTB.

5. Opranuzanus padoThl CO CbeMHbIMH MAIIMHHBIMH HOCHTEJSIMU HH(OpMauu

5.1. Opranuzamus paboThl CO CheMHBIMU MAIIMHHBIMU HOCUTEIISIME HHPOpMAIUH (J1anee
— CMHMN), coxpepxamme I[IJlH u wuHyro uHbOpMaInuio KOHPHUIACHIIMAIBHOTO XapakTepa,
ocymiecTBisieTcss B cOOTBeTCTBUM ¢ «llopsinkoM oOpamieHusi co ChbEeMHBIMH MAIIMHHBIMH
Hocutessimu uHbopmaruu B MAY 1O «IJAT um.E.W. Tlopommnay.

5.2. Tlomp3oBaTenu 00s3aHBI 3HATh U COOJIIOJATh YCTAaHOBJICHHBIE TPEOOBAHUS TIO y4ETy
u xpanennro CMHU.

5.3.  CMHMU nomxHbI OBITH 3apeTUCTPUPOBAHEI B «OKypHalie yuera CheMHBIX MAIIMHHBIX
HOcUTENeH HHPOpMAIIID.

5.4. CMHMU 3akpemuisiercs 3a onpeAesNeHHbIM JIMLOM, HECYIIMM OTBETCTBEHHOCTb 3a
COXPaHHOCTh U MeCTOHaxoxeHue nanHoro CMHMU.

5.5. Ilpu HeoOxomumoctu nepenaun uHpopmanuu Ha CMHU, nuio oTBeTcTBEHHOE 3a
XpaHEHUE YBEIOMIIIET OTBETCTBEHHOro 3a obecmeuenue OezomacHoctu [IJu B UCII[AH o
HeoOxomumocTu Tiepenadn uHpopmarmu ¢ nomombio CMHU, mocraBnser CMHU mo mecty
Ha3Ha4YeHMUsI, IepeaeT NHPOPMAIUIO C HETO U BO3BpAIIAET €ro Ha MECTO XPaHEeHHS.

5.6. Xpanenue CMHMU ocymectBisieTcs:

— g aem-kapT, cMapT-KapT, KOMIIAKT AUCKOB U JIP.) B 3alIUIIEHHBIX ceiidax;

— 1 CMHU, Bxoasimux B coctaB UCII/IH, mpou3BoauTcst onevyaTbiBaHUE KopIlyca
APM.

5.7. Tlomwp3oBartesnsM 3amperiaeTcs:

— 3amnuceiBaTh U XpaHUTh [1J[H 1 uHy0 nHOpMaLHIO KOHPUASHIIMATBLHOTO XapaKTepa
Ha HeyuTreHHbIXx CMHU;

— ocraenate CMHU 6e3 npucmoTpa, nepeaaBats UX JIpYTUM JIMIIAM M BBIHOCHTH 3a
npeJienbl KOHTPOJIUPYEMON 30HBI, 33 UCKIIOUEHUEM CIIY4aeB, B KOTOPHIX pa3pelieHa
nepenaya CMHU;

— xpanutb CMHU BOMM3U CHJIBHBIX MCTOYHUKOB 3JIEKTPOMArHUTHBIX W3Iy4eHUH WU
IPSIMBIX COJTHEUHBIX JIy4EH;

— XxpanuTh Ha yuyTreHHbIX CMHU nporpamMmsbl U AaHHBIE, HE OTHOCSIIHUECS K pabodei
uH(pOpMaLINH.

6. Opranusanusi NapoJbHON 32U ThI

6.1. Opranuzanus MapoJIbHON 3alIUTHI MPOU3BOANUTCS B COOTBETCTBUU ¢ «MHCTpyKIHeH
no naposibHo# 3amure uHdopmaru B MAY J10 «IJT um.E.N. TTopomuHay.

6.2. Jluma, CIOJIL3YIONTUE TApOITH, O0S3aHbI:

—  XpaHWUTH B TallHE CBOM Mapoib

— YEeTKO 3HaTh U CTPOTO BBINOJHATH TpeOoBaHUS HacTosied MHCTpyKuuM U Ipyrux
PYKOBOJSAIINX JOKYMEHTOB;

—  CBOEBPEMEHHO COOOIIAaTh OTBETCTBEHHOMY 3a obecredeHue Oe3zomacHoctu I1/[H B
HCTI/Ixn 060 Bcex HEITaTHBIX CUTYalUsX, HAPYIICHUSIX paOOThl CUCTEM 3aIUTHI OT
HECaHKIIMOHUPOBAHHOTO JOCTYIA, BOZHUKAIOUIUX MPU paboTe ¢ MapoIsIMH.

6.3. Bo Bpems BBojia mapoiieii HeOOXOAMMO HCKIFOYATH BO3MOXKHOCTH €0 MPOCMOTPA
MOCTOPOHHUMH JIMIIaMH (YEJIOBEK 3a CIIMHOU, HAOJII0/ICHHE YETIOBEKOM 3a JIBUKECHUEM TajblIeB B
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OpAMOM BUAMMOCTU WIM OTPaXEHHOM CBETE) WJIM TEXHUYECKMMHU CPEJICTBAMM (BHUIEOKaMEPHI,
¢doroamnmapatsl u z1p.)

6.4. Jlns npenoTBpaleHus JOCTYyIa K MEPCOHAIBHBIM JIaHHBIM, I10JIb30BaTelb BO BpPEeMs
nepepbiBa B paboTe 00s3aH OCYIIECTBUTH OJOKMPOBAHUE CHCTEMbl Ha)KaTHEM KOMOWHAIHH
Ctrl+Alt+Delete u knonku «bokupoBarh» uin HaxkatneM komOuHauu Win+L.

6.5. bnokupoBanue ceanca goctyna nois3osarens B UCII A ocymectBusercs nocne 15
MHUHYT €r0 0e37eicTBUS (HEaKTUBHOCTH ).

6.6. B cmyuae yrepu maposs paOOTHHK CTaBUT B  HM3BECTHOCTb  CBOETO
HEMOCPEJCTBEHHOIO0 PYKOBOJUTENS M OTBETCTBEHHOIO 3a obOecredyeHue OezomacHoctu I1JIH B
NCTI/IH nns npuHATHS NOCIEAYIOLUUX PEILICHUN.

6.7. B cimyuae koMIpomeTanuy naposis (IIpocCMOTpP NOCTOPOHHUMH, pasrialleHue napois
U Jp.) HEOOXOIMMO M3BECTUTH CBOETO HEMOCPEICTBEHHOTO PYKOBOIUTENS U OTBETCTBEHHOTO 32
obecnieuenue 6ezonacuoctu [1n B UCIIIH 1ist npuHATHS TOCIISIYIONTUX PEIICHUH.

7. IlpaBuia paGoThbl B ceTAX 001Iero J0cTyna v (M) Me:KIyHapPOAHOro o0MeHa

7.1. Pabora B ceTsix obmiero qocrymna u Ha aneMmentax UCII/H, 1omkHA OCYIIECTBIATHCS
UCKJTIOUUTENFHO B CITY)KEOHBIX IIETISX.

7.2. Ilpu pabote B ceTax oOIIero J0oCcTyma 3anpeniaeTcs:

—  OCYIIECTBJISATH PabOTy MPH OTKIIOUEHHBIX CPEACTBAX 3alUTHI;

— IepegaBaTh [0 CeTAM OOIEro JOCTyna 3aluinaemMyro uHpopmanuoo 06e3
MCIIOJIb30BaHUs CPEJCTB MU(PPOBAHUS,

— 3ampemaercs CKauMBaTh M3 ceTH VHTEpHET mporpamMMHOE OOeclieYeHue W Apyrue
(aiinbl, eciu 3TO He OIPEAEICHO €ro JOKHOCTHBIMU O0sI3aHHOCTSIMH;

—  3amperaercs MocelleHue U NCII0Ib30BaHNe CeTH VIHTEepHEeT B IMUHBIX LETSX.
8. Ilopsiaok ycTaHOBKHM O0OHOBJIEHHIT IPOrpaMMHOI0 o0ecrevYeHust

8.1. VYcraHoBKe KpYMHBIX OOHOBJICHHWH TNPOTPaMMHOTO  OOECIEYECHHUs JOJDKHO
IpPE/IIeCTBOBaTh  TECTUPOBaHUWE HHGOPMALMOHHONM MHPPACTPYKTYpbl Ha  OTCYTCTBUE
HEraTUBHBIX BO3JIEHCTBUI OT yCTaHABIMBAEMbIX OOHOBIICHUI.

8.2. B cayuae oOHapy>KeHHsI HETraTUBHOI'O BO3/IEHCTBUS yCTaHABIMBAEMOI'O OOHOBJIECHUS
Ha ITaTHOE (YHKIMOHMPOBAaHWE WH(POPMALMOHHON HH(QPACTPYKTYphI, NaHHOE OOHOBIICHHE
YCTaHABIIMBAThHCS HE JIOJDKHO T10 coryiacoBaHuto ¢ axMuHucrparopom UCIIIH.

8.3. YcraHOBKE HOBBIX BEPCHI MPOTrPaMMHOTO OOECTICUeHHs MM BHECEHUIO CEPhE3HBIX
U3MEHEHMH W JIONOJHEHUH B  JEHCTBYIOIEe MpOrpaMMHOE oOecredeHue  JI0JKHO
IpeIIecTBOBaTh  TECTHUPOBaHME HH(OPMALMOHHOW UHQPACTPYKTYphl Ha  OTCYTCTBHUE
HEraTHUBHBIX BO3JEMCTBUI yKa3aHHOTO MPOTPaMMHOT0 0OecrieueHHsl.

8.4. VYcraHOBKa TIPOTECTHPOBAHHBIX OOHOBIIEHHH, HOBBIX BEPCHH MPOTPAMMHOTO
o0ecrieyeHUss WM BHECEHHE W3MEHEHUH M JONOJHEHMH B JAEHCTBYIOILEe MPOrpaMMHOE
o0ecrnieueHrne MOKeT ObITh IPOU3BEIEHO TOJIBKO IO corjacoBaHuio ¢ aamuHucrpatopom UCITIH
Y OTBETCTBEHHBIM 3a obecnieuenne Oe3omacuoctu [1/1n 8 UCIIH.

9. TexHoJsorusi 00padoTKH NEePCOHAIBLHBIX IAHHBIX

9.1. TIlpum mnepBuunom pnomycke k padore B MCII[n Ilonmp3oBarenp 3HAKOMHTCS C
TpeOOBaHUAMHU PYKOBOZSAIIHNX, HOPMaTHUBHO-METOUYECKUX " OpraHMU3alMOHHO-
pacnopsAUTENbHBIX JOKYMEHTOB IO BOIIPOCAM aBTOMAaTU3MPOBAaHHONW 00pabOTKM MH(OpMAINH,
u3yyaer VHCTpYKLUIO, MOJy4daeT MepPCOHATIbHBIA HACHTU(GHUKATOP WM JIMYHBIM Mapoib Y
OTBETCTBEHHOTO 3a obecnieueHue o6e3onacHoctu [1/{n B UCIIH.

9.2. B npouecce padots! [Tonb3oBarens npousBoaut oopadorky I1/{x B UCIT/IH.

9.3. IIpm HeoOxomumoctu BeIBOA [1/IH w3 MCII[IH ocymiecTBIseTcs CIeayIONIM
obpazom:

—  xonupoBanueM IIJIH Ha yurennsie CMHU,
— mepemadya [IJlH 1o KkaHamaM CBS3M € 00S3aTE€NbHBIM  NPUMEHEHHEM
KpUNTorpaguyeckoi 3aIuThl.
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10. Cpok neiicTBHS ¥ MOPSIIOK BHECEHHUs] U3MEHEHU I
10.1. Hacrosimas MHCTpyKIUS BCTYIAET B CHITY C MOMEHTA €r0 YTBEPKACHUS U ICHCTBYeET
OGeccpovHo.
10.2. Hacrosmias MHCTpYKIHSI TOAJICKHUT IMIEPECMOTPY HE pexkKe OJHOTO pa3a B TPHU Toja.
10.3. M3meHeHMss U JOINOJIHEHUS B HACTOsIIYl MHCTpyKIMIO BHOCATCS MPHKA30M
Jupekropa YupexneHus.



[Mpunoxenue 2

k npukazy MAY JIO «JAT um.E. 1.
ITopommnay»

ot «08» aBrycra 2022 r. Ne 58

HHCTPYKIUA
110 NMapoJIbHOM 3a1uTe HHpopMannu
B [OPTAHU3ALIUA]
1. TepmuHbI 1 onpeeIeHUs!

1.1. ABromaTu3upoBaHHOe padouee MeCTO — MPOrpPaMMHO-TEXHHUYECKHH KOMILIEKC,
IpeHAa3HAYEHHBIN JJI1 aBTOMATHU3alMU JEATEIIbHOCTH OIPEIEIEHHOTO BUAA.

1.2. UudopmanrionHasi cucteMa repcoHaNbHbIX TAHHBIX — COBOKYITHOCTh COJEPKAIIUXCS
B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U 00E€CHEUNBAIONIMX UX 00pabOTKY MH(POPMAIIMOHHBIX
TEXHOJIOTMI U TEXHUYECKHUX CPEJICTB.

1.3. O6paboTka TmepCOHANBHBIX JaHHBIX — JIO0Oe JelcTBUe (omepanus) WU
COBOKYITHOCTh  JieMicTBHII  (omepaiuii), CcOBepIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3alMK WK 0€3 MCIIONb30BaHMs TaKUX CPEACTB C EPCOHAIbHBIMU JAHHBIMH, BKIIIOUYas
cOop, 3aIUCh, CUCTEMAaTU3alINI0, HAKOIIJICHHE, XpaHEHHUEe, YTOUHEHHE (OOHOBJICHHE, U3MEHEHHE),
U3BJICUEHHE, MCIOJIb30BaHUE, Iepefady (paclpocTpaHEHHe, NPEeJOCTaBICHHE, JOCTYII),
o0e3nuuuBaHue, OJIOKUPOBAHUE, YAIIEHUE, YHUUTOKEHUE MIEPCOHATIbHBIX TaHHBIX.

1.4. KonduneHMaapHOCTh HH(POpPMAIUK — 00s3aTeNbHOE JJISl BBIMOJHEHHS JIUIOM,
MOJYYUBIIUM JOCTYH K oOmpeAeNeHHoW uHbopManuu, TpeOoBaHHE HE IMepelaBaTh TaKYHo
UH(OPMALIHIO TPETHUM JIMIIaM 0e3 coracus ee o0agaTens.

1.5. [lepconanbHble naHHBIE — J00as WHPOpMAIUs, OTHOCAMIAsICS K NPSIMO WU
KOCBEHHO ONPEACIICHHOMY WU OnpeensieMoMy (pru3muecKkoMy JHIy (CyOBEKTY IMepCOHATbHBIX
JTAaHHBIX ).

1.6. [Tonp3oBarens MHPOPMAITMOHHOW CHUCTEMBI TEPCOHAIBHBIX IAHHBIX — Pa0OTHHK,
OCYIIECTBISIOMUN 00pabOTKYy TMEpPCOHANbHBIX JAHHBIX B HMH(DOPMALIMOHHOW CHUCTEMeE
NEPCOHAIbHBIX JaHHbBIX.

1.7. CpenctBo 3amuthl UHGOpMAMU — MPOrpaMMHOE oOOecleyeHue, MPOrpaMMHO-
anmapatHoe — oOecriedeHue, anmapaTHoe  o0ecredyeHue, BeleCTBO WM  Marepual,
NpeJHa3HAYCHHOE UM UCTI0Ib3yeMOe IS 3aIlUThl HHPOPMALIUH.

2. Oo0mue nosoxKeHus

2.1. Hacrosmas MHcTpykuus mo maponbHO# 3ammre uHopmamun B MAY JIO «AT
uM.E.W. Tlopomuua» (manee — MHCTpyKIMs) ycTaHaBIMBaeT TPeOOBAHMS U OTBETCTBEHHOCTH
IPY OpraHU3alUK MapOoJIbHOM ATl HHPOPMALIMH, a TAKXKe OMpeAeseT MOPAI0K KOHTPOJIS 32
JNEUCTBUSIMU  TIOJIB30BATEC W OOCITYXHBAIOIIETO TMEpcOoHala HWH(POPMAIMOHHBIX CHUCTEM
nepcoHanbHbIX AaHHBIX (nanee — MCII/IH) npu pabote ¢ napossimu.

2.2. TpeboBanusi HacTosmeld VMHCTPYKIIUMH SBISIFOTCS 00S3aTENBHBIMU JUTSI UCTIOTHEHHS
BceMH nodb3oBatenssMu U aamuHuctparopamu UCIAn MAY 1O «JAT um.E.W. ITopommuna
(nanee — YupexxaeHue), UCIIOIb3YIOIIUMHU B CBOEH paboTe CpeCTBA BRIYUCIUTEILHON TEXHUKH.

2.3. Bce monb3oBarenu u aamunuctpatopsl MCII/IH YupexiaeHus, UCHONb3YIOIIME B
cBoeil paboTe cpeacTBa BBIYUCIUTENBHON TEXHHUKH, JOJKHBI OBITh O3HAKOMJIEHBI C
TpeGoBaHUAMH HacTosALleH MHCTPYKIIMU MO MOAMUCH.

2.4. Hacrosmas WHCTpYKIUS SBIISETCSA JOIOJHCHHEM K JCWCTBYIOIIUM JIOKAJTBHBIM
HOPMATUBHBIM aKkTaM (BHYTPEHHUM JIOKYMEHTaM) IO BoOIpocaM obOecredeHus 0e30macHOCTH
CBEJICHUIM KOH(QHUACHIUAIBHOIO XapaKTepa, B TOM YHWCIIE U NEPCOHAIBHBIX NAaHHBIX (lanee —
IT/IH), 1 He UCKIIIOYaeT 00s3aTEILHOTO BBIITOJHEHNS UX TPEOOBaHUIA.

3. TpeooBanus, npeabsiBjsieMble K HAeHTHPUKATOPAM (KOAAaM) H MAPOJIsIM (TIOPSII0K
(¢popmupoBanus n oOpamIeHUs1 ¢ HUMH)

3.1. Asmropmsamms  monb3oBarenedt  MCIIJIH  ocymiecTBiisieTcss  IyTeM  BBOJa
UICHTU(PHUKATOPA U/UIIK TTapOJIsL.

3.2. TpeboBanus k (HOPMUPOBAHUIO TTAPOJICH M OOPAIICHHUIO C HUMH.



8

3.2.1. Tlapons QopMupyercss TMpud CO3AaHUM YYETHOW 3allUCH  OTBETCTBEHHBIM
obecnieuenue 6e3onacHoctu [1/1n B MUCII[In wim agmunuctparopom MCII/IH, npu nepBUYHOM
BXOJI€ B YYETHYIO 3aIUCh MAPOb I0JKEH ObITh U3MEHEH BIAICIbIEM.

3.2.2. Bragenblipl IMYHBIX TapoJieii 00s13aHbI 00ECIICUUTh X TalHYy.

3.2.3. ITlapoau reHepupyrOTCs C y4€TOM CICIYIONUX TPeOOBAHUN:

—  TapoJib JOJKEH 3HAaTh TOJIKO €ro BiaJienell,

—  JJIMHA HapoJid JOJKHA OBITh HE MeHee § CUMBOJIOB;

— B mapoiie 0053aTe’abHO JOKHBI IPUCYTCTBOBATh KakK IMUQPHI, Tak U OYKBBI Ha
BEPXHEM U HIDKHEM PETUCTPAX;

— Taposib HE JO0JDKEH BKJIIOYAaTh CMBICIOBYIO HAarpy3ky (MMeHa, (GaMuinu,
HAaMEHOBAHMSA OpraHW3alWd, YJIWI, TOPOAOB H T.JA.), OOIIEHPUHSATHIE
cokpamienus (userOl, password02 u T.m.) U MOCJIEAOBATEIbHBIE COYCTAHHS
knaBuIl KiaaBuarypsl (qwertyOl, Uiyken12);

—  MakCUMaJlbHBIN CPOK JeMcTBUs Mapois cocrapiseT 120 queii;

—  MHUHHUMAJIbHBIA CPOK ACHCTBUS MAPOJIsL COCTABISET 2 JTHS;

— KOJHMYECTBO HEYJAYHBIX TONBITOK BXOJa B CHCTEMY, MpPHBOISIIIEE K
OJIOKMPOBKE YUETHOM 3aIUCH MOJIb30BaTeNs JOHKHO OBITH He Ooiee 6.

3.2.4. TpeboBanuss Kk (OPMUPOBAHUIO TApOJIEH OOCCIICUYMBAIOTCS TEXHUICCKUMU
BO3MOXXHOCTSIMU HCIIOJBb3YyEMbIX OMNEPAlMOHHBIX CHUCTEM, CPEACTB 3alllUThl HH(OpMALUU U
WH()OPMAIIMOHHBIX PECYPCOB.

3.2.5. llonHas mnaHoBasg cMEHa TMapojiied TMoab30BaTeNeil JODKHA MPOBOAMUTHCS
peryisipHO, HE peXke OJHOIo pa3a B MOJiroaa. BHermuiaHoBas cMeHa Mapojs MPOU3BOJIUTCS B
ClIy4ae ero KOMIpoMeTalliy, a Takxke 1o npockoe nons3osarens UCII/H.

3.2.6. Xpanenue nompizoBaresivu VCIIJIH 3HadYeHMid CBOMX Taposied Ha OyMaKHOM
Hocurene 3AIIPEILIEHO.

3.2.7. Tlomp3oBaTens HE WMEET MpaBa COOOMIUTH JHMYHBIA MApOJIb JPYTUM JIHIIAM
(pa3pemiaercsi TOMBKO C COTJIACOBAaHHUS OTBETCTBEHHOIO 3a oOecreueHue Oe30MacHOCTH WU
angmunuctpatopa MCII[IH npu Haauyuu TEXHOJOTHYECKOW HEOOXOJAMMOCTH HCIOJIb30BAHUS
UMEH M Tapoyied pabOTHUKOB B HMX OTCYTCTBHE B Cllyuae BO3HHUKHOBEHHS HEIITATOHBIX
cUTyanui, popc-MaKOpHBIX 00CTOSITENHCTB U T.11. [10 Bo3parieHnto pabOTHUKH 00S3aHBI Cpasy
K€ CMEHHUTb CBOM MApOJIM Ha HOBBIE 3HAYEHMS COIJIACHO JaHHOW MHCTpyKuum).

3.3. Tlopsamok cMeHBI aposieil 1 HACHTUPUKATOPOB IIPU U3MEHEHUSIX B OPraHN3aIMOHHO-
IITaTHOM CTPYKTYype (KaIpOBble IEPECTAHOBKHU, YBOJbHEHHE PAOOTHUKOB):

3.3.1. Ilpm npekpamnieHnn ISHCTBUS TPYIAOBOTO JOTOBOpA ¢ PAOOTHHKOM BCE CO3JIaHHBIC
JUIs 3TOro pabOTHUKA y4YeTHbIE 3amMcu (T0JIb30BaTENIbCKOE MMs) TOJUIeKAT OJIOKUPOBAHHIO HE
Mo3/Hee, 4YeM B JIeHb YBOJNbHEHHS paboTHHKa. [lomHOe ynaneHue y4YeTHBIX —3amucei
NPOM3BOJUTCS B T€UEHUU 5 pabouux AHEH co JHS yBOJIbHEHUS paOoTHHKA. OCHOBaHUEM JUIs
OJIOKMPOBAHMUSA W TIOCJIEIYIOUIETO YAAJICHWs YYETHBIX 3amuceil pabOTHUKA SIBISIETCS 3asBKa,
Npe/CTaBICHHAsl HEMOCPEACTBEHHBIM DPYKOBOAMTEIEM YBOJBHIEMOrO0 HE MO3/Hee, 4eM 3a 3
pabouunx THS 10 JHS €T0 YBOJILHEHHS.

3.3.2. Ilpy mpoBeAEHUH  OPraHMU3ALMOHHO-LITATHBIX  MEPONPHUATHH  (KaJIpoBble
NIEPECTAaHOBKM) HETIOCPEICTBEHHBIN PYKOBOAMUTENb CTPYKTYPHOTO TOJpAa3JeNeHust 00s3aH
npenctaButTh axmuHucTparopy UCII/IH 3as8BKy Ha U3MEHEHUE B ITpaBax JI0CTYTIA.

3.4. Tlopsnok neicTBUi PU KOMITPOMETAIIMN HICHTH(UKATOPOB U ITAPOJICH.

3.4.1. Tlox xommpomeranyel MOHUMAETCS: yTpaTa MapoJis yYeTHOW 3amucu W (WiH)
napoJiisi uaeHTH(GUKaTopa, pa3riameHne YIeTHOW 3aluCH TapoJis WM Mapoiis UAeHTH(PHUKATOpa
(sIBHasi KOMITPOMETALINS), MIIM MHASI CUTYaIUsl, KOTOpasi 1aeT OCHOBaHME ISl IPEIOI0KEHUS O
HapyILIeHUH KOH(UIEHIMATBbHOCTH Naposie U HACHTU(PUKATOPOB (HEsBHAS KOMIIPOMETAIHS).

3.4.2. Tlpu BeIABIEeHMHM (aKkTa yTpaThl Napojs, pasMVIAlIeHUus MapoJis, Hapois
uaeHTu(UKaTOpa, camoro uaeHTu(UKaTopa Mojib30BaTelb 0043aH HE3aMeUIUTEILHO COOOIIUTh
0 JaHHBIX (PaKTax CBOEMY HENOCPEICTBEHHOMY PYKOBOJHMTEII0 M OTBETCTBEHHOMY 32
obecneuenue 6e3onacuoctu [1/In B UCIIAn unu anmunuctparopy UCIIdH.
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3.4.3. B cnydae BbIABICHHS (akTa KOMIIPOMETAIMH HACHTU(GUKATOPOB W Tapojiei
noab3oBarenst agmuauctpatop MCIIJIH unm oTBeTCTBEHHBIH 3a obecredeHrne 0e30macHOCTH
IT1/Ta 8 UCII/H 06s3aH HEMeyIeHHO 3a0J0KHPOBAaTh YUETHYIO 3alIUCh JTAHHOTO TOJIb30BATENS U
HEe3aMeUINTEIbHO IPOM3BECTU BHEIUIAHOBYIO CMEHY IApOJIsl ISl 3TOTO MOJIb30BaTEs.

4, IIpaBa u 00513aHHOCTH

4.1. Ocnosusie 3aaauu agmunuctparopa UCIIx:

—  OpraHM3anys yCTAaHOBKU CPEICTB MACHTU(DUKAIMH U ayTCHTU(UKAIIH;

—  opranuzanus napoiibHo# 3amutel Bo Bcex UCII/H;

—  BbIjaya MEPBUYHBIX NApOJICH, U IEKTPOHHBIX MEPCOHAIBHBIX UACHTU(PHUKATOPOB U

1apoJiel K HUM;

—  OCYILECTBIEHHE KOHTPOJISI 3a COCTOSIHUEM CHCTEMBl I1apOJBHOM  3alUThI

undopmaruu B UCIIH.

4.2.  Anpmunaucrparop UCIIIx umeer npaso:

— BHOCHUTb HPEUIOKEHHUS 110 COBEPIICHCTBOBAHUIO CHCTEMbI IapOJBHOM 3alUThI

uHpopmanuu B UCIIH;
— [PUHUMATh YYacTHE€ B IUJJAHUPOBAHUM MEPONPUATHI 1O MAPOJIBHOW 3alIUTE
uHpopmanuu B UCII/IH u mIaHupoBaHUYM OCHAIIEHUS CPEACTBAMH UACHTU(DHUKAIIH
U ayTeHTUUKALINY;

—  OCYILECTBJIATh KOHTPOIb COCTOSIHUS CPEACTB MACHTU(PHUKAIMHN U ayTeHTU(PHUKAIUH B
NCTIH;

—  MHUIMMPOBATH CIIYKEOHbIE IPOBEPKU U YUaCTBOBAThH B IIPOBEIECHUU pacciie0BaHUN
o (pakTam KOMIPOMETAINU;

— OKas3bplBaThb IMOMOINb B pELICHUH NPoOJieM, BO3ZHUKAIOIIUX MPU SKCILTyaTaluu
CPEICTB UACHTU(DUKAIINY U ayTeHTU(DUKAITIH.

4.3. OO0s3aHHOCTH B YaCTH NMApOJBHOW 3alIUTHl MHPOPMAIIUN OTPAXKEHBI B HHCTPYKIHH
agmuHuctpartopa UCII/IH.

4.4. Tlons3oBarensm MCIIIu B cBOeit paboTe 3amperaercs:

— coolOmarh KOMy-THOO CBOWM JUYHBIA NapoJib W/MIU Taposib K JIEKTPOHHOMY

MEPCOHATBHOMY UICHTUPHUKATOPY;

— TepenaBaTh KOMY-JTHOO BBIIAHHBIN NIEKTPOHHBIN MePCOHATBHBIA UACHTU(DUKATOD;

—  OCyIecTBIATh BXoJ B omeparuonHbie cuctembl VCII[lH u B uHOpManmoHHBIE

pecypchl O YyKUMH UIEHTU(UKATOPAMHU U TIapOJISIMH;

—  OTKJIIOYaTh CPEJCTBA UJIEHTU(UKALNN U ayTCHTH(PHUKALIUH.

4.5. B cnydae mosiBIeHHs TOMO3pPEHMI Ha (PaKT KOMIIPOMETALMU TapoJii, a TakkKe B
Clly4yae BBISBJICHMS] MHUUICHTOB ((aKkTOB M T.I.), CBSI3aHHBIX CO cOOSMU B paboTe CpEeACTB
UACHTU(DUKAIINY U ayTeHTH(PHUKAIIIH, TTOJIb30BaTeNN 00s3aHbl HEMEIEHHO MPOUH(DOPMHUPOBATH
00 3TOM OTBETCTBEHHOTO 3a obecneuenue 6ezonacHoctu [1/In B UCII/In unm anMuHHCTpaTopa
NCITAH.

5. OTBeTCTBEHHOCTD I0JKHOCTHBIX JIMI B PAMKAX CHCTeMbI APOJIbHOI 3a1UTHI
uHpopMmanun

5.1. Tlonws3oBarenu, oTBEeTCTBEHHBIN 3a oOecrieuenue OeszomacHoctu [1/In B UCII[H u
agvuauctpatop MCII[IH HecyT OTBETCTBEHHOCTh 3a HEHAJUIEXKAIlee WCIOJHEHUE WIN
HEHCIIOTHEHUE CBOMX O0s3aHHOCTEH, TPETYCMOTPEHHBIX HacTosime MHCTpyKInel, B ipeennax,
OTIpeIeIeHHBIX JIEHCTBYIOUIMM 3aKoHO1aTeIbeTBOM Poccuiickoit denepannu. 3a HecoOmoaeHIE
TpeOoBaHull 3akoHojaTenbcTBa Poccuiickoit ®dexepanuu  MNpeaycMOTpeHa TpakJaHCKas,
YTOJIOBHAs!, aAIMUHUCTPATUBHASA, JUCIUILIIMHAPHAS OTBETCTBEHHOCTbD.

5.2. Tlomwp3oBatenu, OTBETCTBEHHBIN 3a obOecrieuenne OezomacHoctu I1/Ix B MCIIIH u
agvuauctpatop MCII/ITH HecyT OTBETCTBEHHOCTb IO JEHCTBYIOLIEMY 3aKOHOJATENIBCTBY
Poccuiickoit @eaepanuu 3a pasrialieHue CBeACHUH KOH(UIEHIIMATIBHOTO XapaKTepa, CTaBIINX
U3BECTHBIMHU IIPHU BBINOJHEHUH CIIY>KEOHBIX OOS3aHHOCTEW, B TOM YHCJIE MPEAYCMOTPEHHBIX
Hacrodme Mactpykuuen.
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6. Cpok aeiicTBHs U MOPSIOK BHECEHUSI M3MEHEeHU it
6.1. Hacrosmas MHCTpyKIUs BCTYNAeT B CHIIy C MOMEHTA €€ YTBEPXKICHHS U JICHCTBYET
OGeccpovHo.
6.2. Hacrosmas MHCTpYKITUS MOUICKUT IIEPECMOTPY HE PEkKE OJHOTO pa3a B TPHU Toja.
6.3. l3MeHeHuss W JOMOJNHEHHA B HACTOANIYI0O HHCTPYKIMIO BHOCSTCS IPUKA30M
Jupekropa YupexneHus.
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[Mpunoxenue 3

k npukazy MAY JIO «JAT um.E. 1.
[Topomnnay

ot «08» amrycra 2022_ 1. Ne 58

HNHCTPYKLIUA
10 AHTUBHUPYCHOIi 3a1UTe
[OPTAHU3ALIUA]
1. TepMuHBI U onpe/eIeHUsI
1.1. ABromaTu3upoBaHHOe padouee MeCTO — MPOrpPaMMHO-TEXHHUYECKHH KOMILIEKC,

IpeHAa3HAYEHHBIN JJI1 aBTOMATHU3alMU JEATEIIbHOCTH OIPEIEIEHHOTO BUAA.

1.2. AnTuBHpYCHas 3aluTa — 3alUTa UHOOPMAMU U KOMIIOHEHTOB MH(POPMALUOHHOM
CHCTEMBI OT BPEJIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BHPYCOB) (0OHapy:KeHHE BPEIOHOCHBIX
KOMIIbIOTEPHBIX ITPOrpamMM (BUPYCOB), OJOKMPOBAHUE, U30JIMPOBAHUE «3aPAXKEHHBIX» OOBEKTOB,
yJlaJIeHnue BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB) U3 «3apaskeHHBIX» 00BEKTOB).

1.3. UndpopmannoHHas cucremMa epcoHalbHbIX JAHHBIX — COBOKYITHOCTh COAEPIKAIMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U O0ECIEUNBAIOIINX UX 00pabOTKY MH(POPMALIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPENCTB.

1.4. O6paboTka TMEpCOHATBHBIX JaHHBIX — JIO0Oe JelcTBUe (Omepanus) WU
COBOKYIHOCTb  JIeHCTBMH  (omepaumii), COBEpIIAEMbIX C  HCIIOJIB30BAaHHUEM  CPEICTB
aBTOMAaTH3alMK WK 0€3 UCIIONIb30BaHMSI TAKUX CPEJICTB C MEPCOHAIbHBIMU JIaHHBIMU, BKIIIOYAs
cOop, 3anuch, CUCTEMATU3ALUI0, HAKOIUIEHUE, XpaHEeHUe, yTOUHeHue (0OHOBIEHUE, U3MEHEHUE),
U3BJICUEHME, MCIOJIb30BaHUE, Iepenady (paclpocTpaHEHHe, NPeJOCTaBICHHE, JOCTYII),
o0e3nnuuBaHue, OJOKUPOBAaHUE, yIAIEHUE, YHUUTOXKEHUE IEPCOHANIBHBIX JaHHbIX.

1.5. KonduneHnuanpHOCTh HH(POpPMAIUK — 00s3aTeNbHOE JJIS BBIMOJHEHHS JIUIOM,
HOJYYMBIIUM JOCTYH K OIpelesieHHOW HH(popMmanuu, TpeOOoBaHHWE HE IepeaaBaTh TaKylo
UH(OPMALIHIO TPETHUM JIHIIaM 0e3 coracusi ee o0aaaTens.

1.6. IlepconanbHble naHHble — Jr00as WHGpOpMalMsA, OTHOCSMIASCS K MPSIMO HIH
KOCBEHHO ONPEACICHHOMY MM OmpeensieMoMy (pu3nueckoMy JHIy (CyOBEKTy MepCOHAIBHBIX
JTAHHBIX ).

1.7. Ilonb3oBarens MH(POPMALIMOHHOW CHCTEMbI NEPCOHAIBHBIX JaHHBIX — pPAaOOTHUK,
OCYILIECTBIIAIOUIMM  00pabOTKY MEpCOHANBHBIX JIaHHBIX B HWH(QOPMAIMOHHOW cHCTeMe
NEPCOHAIbHBIX JaHHbBIX.

1.8. CpencTBO aHTUBHPYCHOM 3alllUTBl — MPOrpaMMHOE CPEACTBO, peaIu3yrollee
GyHKIIMN OOHApYKEHUSI KOMIBbIOTEPHBIX MPOrpamMMm JUO0 MHOM KOMIbIOTEpHOM MH(popMaluuy,
NpeJHa3HAYCHHBIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTOKEHUS, OJIOKUPOBaHMS, MOIUDUKALIIH,
KONUPOBaHUS KOMIBIOTEpPHON MH(pOpManMM WIM  HEUTpanu3aluu  CPEJICTB  3aIMUTHI
uHOpMalINK, a TAK)Ke pearupoBaHus Ha OOHapy)KeHUE 3TUX MPOrpaMM U MH(OpMaIuH.

1.9. CpenctBo 3ammTbl WHGOPMAIMU — NPOrPaMMHOE OOECIeYeHUe, MPOTPaAMMHO-
anmapatHoe — o0ecrieyeHue, amnmapaTHoe  oOecleyeHHue, BEIIeCTBO  WJIM  Marepuan,
IpeHa3HauYeHHOE WIN UCIIOJIb3YeMOE IS 3allUThl HH(OpMAaLIUK.

2. Oomue nos0KeHUs

2.1. Hacrosmas WucTtpykums mo antuBupycHod 3amute MAY 10 «IJT um.E.N.
[TopommHay (nanee — MHCTpYKIUS) peryiupyeT BOIpOCkl OpraHU3alii aHTUBUPYCHON 3allUThI
U TpeOOBaHUSI K MOPSIIKY IPOBEACHUS aHTUBUPYCHOT'O KOHTPOJISL.

2.2. UVHcTpykuMs ycTaHaBIMBaeT TpeOOBAaHMS M OTBETCTBEHHOCTh IPH OpPraHU3aluu
3alUThl  MHGOPMAallMM OT pa3pylLIaloIIero BO3JEHCTBUS BPEJIOHOCHBIX MMPOTpaMM —
KOMIIBIOTEPHBIX BUPYCOB.

2.3. TpeboBanusi HacTosimield MHCTPYKIIUH SBISIFOTCS 00S3aTENbHBIMU JUTSI UCTIOTHEHUS
Bcemu pabotHukamu MAY JI0 «IJAT wum.E.M. Tlopommua» (mamee — YupexaeHus),
WCITOJIB3YIOIITUMU B CBOCH paboTe CPeICTBA BHIYUCIUTEILHON TEXHUKH.

2.4. Bce paOoTHUKM YUpexIeHUs, HCIOJB3YIOIINE aHTHUBHUPYCHBIE CPEJCTBA, JOJIKHBI
OBITH 03HAKOMJICHBI C TpeOOBaHUSIMH HacTosmed NHCTpyKInen 1o 1 MouCh.



12

2.5. Hacrosimas WHCTpyknus sBISETCS AOMOJHEHHWEM K JEHCTBYIONIUM JIOKAJIBHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOMpocaMm oOecredeHusl 0e30MmacHOCTH
CBEJCHUIM KOH(PHUACHIUAIBHOIO XapaKTepa, B TOM YHUCJIE U MEPCOHAJbHBIX JaHHBIX (Janee —
[1/1H), ¥ HE UCKITIOYAET 00SM3aTEIBHOTO BHITIOJHEHUS UX TPEOOBAHUM.

3. TpeOoBaHusi K AHTUBHPYCHBIM CpeACTBaM

3.1. B VupexaeHuu K MPUMEHEHHIO JOIMYCKAIOTCS JIMIEH3UOHHBIC AHTHUBUPYCHBIC
nporpaMMHble W (WJIM) MpOrpaMMHO-allllapaTHble CpelCcTBa (AaHTUBUPYCHBIE CpEACTBA),
3aKyIJICHHBIC y pa3paboTurKa YKa3aHHBIX CPEJICTB WIIH €r0 OPUITHALHBIX JHIIECPOB.

3.2.  AHTUBUpYCHBIE CpPEICTBA JIOJDKHBI (DYHKIIMOHHPOBATh B TEYCHHE BCETO BPEMEHHU
paboThI CPEJCTB BHIUUCIUTEILHON TEXHUKHU (OT MOMEHTA 3arpy3Kd ONEpPallMOHHON CHUCTEMBI 10
MOMEHTA €€ BBITPY3KH).

3.3.  AHTUBUPYCHOE CPEACTBO HE JIOJDKHO CYIIIECTBEHHO 3aTPYIHATH paOOTOCIIOCOOHOCTD
CPEICTB BBIYUCIUTENIbHON TEXHUKU HHPOPMAIIMOHHBIX CUCTEM NEPCOHAIBHBIX TAaHHBIX (Jaee —
NUCTIn).

4, IlpaBa u 00513aHHOCTH

4.1. AHTUBUPYCHOH 3amIUTe TOIJICKUT BCsS, oOOpabarbiBaeMas B YUpPEXKICHUU IPH
MOMOIIM CPEJCTB BBIYUCIUTENBHON TEXHUKHU, WH(OpPMALUS, HE3aBHUCHUMO OT OTpaHHYCHUI
JIOCTyNa K HEH.

4.2. @aiinpl, TOMeNIaeMble B JJIEKTPOHHBIA apXHWB JOJKHBI B 00S3aTEIBHOM MOPSIIKE
MIPOXOJAUTH AHTUBUPYCHBIN KOHTPOJIb.

4.3. VYcranaBnuBaeMoe (M3MEHsEMOE) IporpaMMHOEe oOecreueHrne JOJDKHO OBbITh
MIpEABAPUTEIILHO TPOBEPEHO HA OTCYTCTBUE BUPYCOB.

4.4. B UCII[Ix 3anpermiaercs yCTaHOBKa MPOTPaMMHOTO OOecreueHus, He CBSI3aHHOTO C
BBITIOJTHEHUEM () YHKIIUH, TPEIyCMOTPEHHBIX TEXHOJOTUYCCKUM IPOIECCOM 00pabOTKU
uHpopmanuu.

4.5. ComnpoBoxaeHue (peryiasipHoe OOHOBJICHHWE, aHTHBHUPYCHBIH KOHTPOJIb, BBISBIICHHC
(bakToOB 3apakeHUs U MPOBEICHUE CIYKEOHBIX paccie0BaHUi) MPaBUJI AHTUBUPYCHOM 3alllUTHI
BO3JIaraloTCs Ha OTBETCTBEHHOTO 3a obecrieuenue 6ezonacuoctu [1/1n B UCIT/IH.

4.6. OcHOBHBIC 33/1a4ul OTBETCTBEHHOT0 3a obecrneueHue o6e3onacHoctu [1/{n B UCITH:

— OpraHu3anus mpoiiecca yCTaHOBKH aHTUBUPYCHBIX cpeAcTB B UCII/IH;

— COINPOBOXACHHE AHTUBHPYCHBIX CPEICTB (OOHOBJIEHHE, aHTUBHPYCHBIN KOHTPOIb,
CONpPOBOXKACHHE JEWCTBUU IMOJb30BaTeNei B ciaydyasx OOHApy)XEHUs BUPYCOB,
obecrneueHrne paboTOCIOCOOHOCTH aHTUBUPYCHBIX CPEJICTB);

— KOHTPOJIb COCTOSHUSI ~CHUCTEMBbl aAHTHBUPYCHOW 3amIUThl HMHPOpMAMK B
YupexneHuu.

4.7. OrtBercTBeHHBI 3a oOccreuenne Oe3omacHoctu Il B HMCII[IH Hecer
OTBETCTBEHHOCTb 3a:

— 32 CBOEBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJICTB;

— 3a JKCIUTyaTaluio (aHTUBUPYCHBIH KOHTPOJb, pabOTOCIIOCOOHOCTh AHTHBUPYCHBIX
CPEJCTB, CONPOBOXKJIEHUE JEHCTBUI IOJIb30BaTENEC B Cilydasx OOHapyKEeHHUS
BHUPYCOB) CUCTEMbI aHTUBUPYCHOM 3aIIUTHI HH(DOPMALINH;

— 32 CBOEBPEMEHHOE OOHOBIICHUE JIMIIEH3UN HA AHTUBUPYCHBIE CPE/ICTBA;

— 32 CBOEBPEMEHHOE OOHOBIIEHUE AaHTUBHPYCHBIX 0a3.

4.8. OtBercTBeHHBIN 32 obecneuenne Oe3omacHocTH [1/Jn B UCII/IH nmeet mpaBo:

— BHOCHUTH MPEJIOKEHUS 1O COBEPIICHCTBOBAHUIO CHCTEMbI aHTHUBUPYCHOM 3aIllIATHI
uHpOpMaILNH;

— T[PUHUMATHh Y4YacTHE B IUIAHUPOBAHUU MEPOIPHUATUA IO AHTUBUPYCHOM 3allUTE
nH(pOpMaIK 1 TUTAHUPOBAHUH OCHAIECHUSI aHTUBUPYCHBIMH CPEJICTBAMU;

—  OCYIIECTBIATH KOHTPOJIb COCTOSIHUSI CPEJICTB aHTUBUPYCHOM 3alTUTHI HHGOPMAIIH B
Yupexnenuy,

— UHUIMHPOBATH CIyKeOHbIE IPOBEPKH U YIaCTBOBATH B MIPOBEJICHUN PACCIICTOBAHHIA
no paxram 3apaxenus supycamu VICIIH u cpeicTB BEIUMCIUTETLHON TEXHHUKHY;
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— OKa3bIBaTh IOMOIIb B pEIIEHUH MpoOIeM, BO3HHMKAIOIIUX IPH SKCIUTyaTalluu
CPEIICTB aHTUBUPYCHOMN 3aIUTHI.

4.9. Tlonb3oBaTenb AHTUBUPYCHOTO CpEICTBA — JIMIIO, Ha pabodyeM MecTe KOTOpPOTro
MPUMEHSIETCS aHTUBUPYCHOE CPEJICTBO.

4.10. Tlomp30BaTensiM aHTUBHPYCHBIX CPEIICTB 3aMPEIaeTCs:

— MEHSTh HACTPOMKM WIM OTKJIIOYaTh CPEJCTBA AHTHBUPYCHOM 3alllUThl BO BpeMs
paboTHI;

— UCHOJb30BaTh CPEJICTBA AHTUBUPYCHOW 3allUThI, OTJIIMYHBIE OT YCTAHOBJIEHHBIX
CPEICTB;

— 0e3 pa3pelieHusi OTBETCTBEHHOTo 3a obOecnedenne Oe3omacHoctu I1[n B MCII/In
KOMHMPOBATh JII00BIE (hailyibl HA ChbeMHBbIE HOCUTENU MH(OPMAINK, YCTaHABINBATH U
UCIONIb30BaTh JII00O€ MpOorpaMMHOE OOecHeueHue, He MpelHa3HayYeHHOe JUIs
BBITIOJTHEHHUSI CITY)KEOHBIX 3a/1a4.

5. TlopsiaoK U MePHOTUIHOCTH OOHOBJIEHUSI AHTUBHPYCHBIX 0a3

5.1. CsoeBpeMeHHOe OOHOBiIEHHE 0a3 MHaHHBIX CpPEACTB AHTUBUPYCHOM 3alUTHI
uH(pOpMallK  SIBISIETCA HEOThEMIJIEMOHM dYacTbhio obOecrieueHUs: S(H(PEKTUBHOW MOTUTHKU
AQHTUBUPYCHOMW 3alIUThl HH(OPMALIHH.

5.2. VYcraHoBke OOHOBJIECHMI MJOKHO mpeamecTBoBark TectupoBanue WCII[H Ha
OTCYTCTBHE HETaTUBHBIX BO3/EUCTBUI OT BHOBb YCTaHABIMBAEMbIX OOHOBIICHUH.

5.3. YcTaHOBKe HOBBIX BEPCHI MPOrpaMMHOI0 00ECHEUYEeHUs UM BHECEHUIO M3MEHEHHI
U JIONOJHEHWH B JAEHUCTBYIOIIEE IIPOrpaMMHOE O0OecredeHue JOJDKHO MPEIIecTBOBATh
tectupoBanue MCII/IH Ha oTCcyTCTBHE HETaTHMBHBIX BO3JEHCTBUI yKa3aHHOTO MPOTPAMMHOIO
oOecrieyeHus.

5.4. TlepuoanuHOCTh OOHOBJICHHS AHTUBUPYCHBIX 0a3:

— oOuoBinenue aHtuBHpycHbIX 0a3 mnsa Bcex MCII[H, MMEOMMX MOAKIIOUEHUE K
CeTsM OOIIETO TOJIB30BAHUS U CETSIM MEKIYHAPOIHOTO HHPOPMAIMOHHOTO 0OMEHa,
JOJKHO OBITh €KeJHEBHBIM. VICTOUHHMK OOHOBIIEHUS — CEpBEp pa3paboTyHKa
AQHTHBHPYCHOTO CPEICTBa, JHOO COOCTBEHHBI LEHTPAIM30BAaHHBI CETEBOM
UCTOYHUK OOHOBIIEHUH, TNONy4yaromuii OOHOBIEHHS C cepBepa pa3padoTyuKa
AHTUBUPYCHOI'O CPEJICTBA.

— oOnoBienne anTuBUPYCHbIX 0a3 s CII/IH, He uMEIomUX MOAKIIOYECHHE K CETIM
o0IIero IMOJIb30BaHUsI M CETSAM MEXIYHapOJAHOTO HH(POPMALMOHHOTO OOMEHa,
0OHOBIIEHHE JOJIKHO OBITh HE MeHee | pa3a B Henenro. MicTouHnkoM OOHOBIIEHUS B
JAHHOM clly4yae SIBJIIIOTCS aHTUBHUPYCHBbIE 0a3bl, 3allCaHHbIE Ha MPEABAPUTEIHHO
YUTEHHBIH B YCTAHOBJIEHHOM HOPSAIKE CHEMHbBIN MAaIlIMHHBIM HOCUTENIh HHPOPMAIIH.

6. Ilopsinok M MepPHOANYHOCTH NMPOBEIEHNS AHTHBHPYCHOI0 KOHTPOJISI

6.1. OObeKkTaMu aHTUBUPYCHOTO KOHTPOJIS SBIISFOTCS:

— KEeCTKHe MarHUTHbIE AUCKH pabounx ctaHumii u cepsepos UCII/IH;

— CeTeBble XpaHWINIIA (CUCTEMBI XpaHEHUS JaHHbIX );

— olepaTHBHAs U CUCTEMHAas NaMsTh CPEACTB BHIYMCIUTEIbHON TEXHUKH;

— CbEMHbIE MalllMHHBbIE HOCUTEIN UH()OpMaIIHH;

—  BXOJSIINHA U UCXOASIINN KOHTEHT (BeO-Tpaduk);

— (aiinbl, monydaemble M TepelaBaeMble 4Yepe3 CEeTH OOILero IoJIb30BaHUs U
MEX1yHapOAHOTr0 HH(GOPMAIIMOHHOTO 0OMEHa;

— TIOYTOBBIE COOOIIEHUS IEKTPOHHOMN MOYTHI.

6.2. AHTHUBUPYCHBIH KOHTPOJb BXOHAIlIEH WH(MOpPMAIMK CO CBEMHBIX MAIIMHHBIX
HocuTenel uHdopMmanuu HEOOXOAMMO MPOBOAWUTH A0 TMepeHoca HHGOpManuu Ha KECTKUUN
MarHuTHBIA JUCK paboyeil craHIMM WM ceTeBoM auck. MHdopmanus, mnoiydaemas Io
TEJIEeKOMMYHUKALIMOHHBIM KaHaJlaM, JIOJDKHA [IPOBEPATCS BO BpeMs, WJIH Ccpazy Iocie
nonydyeHus. Kontposnp ucxonsmeid mHGoOpManuum HEOOXOAMMO IMPOBOAUTH HEMOCPEICTBEHHO
nepea OTIPaBKOU (3aMUChi0 HA CHEMHBIN HOCUTEIh ).
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6.3. Bwuasl ¥ IEpUOAMYHOCTh AHTHBUPYCHBIX MPOBEPOK MPEICTABICHBI B Ta0MIIE 1.
Tab6muna 1

Ne OOBEKT KOHTPOJIS Bun npoBepku HepuonnsHocts
n/n MIPOBEPKH
1 Xectkue MarHuTHBIE AUCKU paboOInX [TonHast mpoBepka 1 pa3 B mecsiIL
ctanuuii u cepsepoB UCII[Ix brIcTpoe ckaHUpOBaHUE 1 pa3 B HezeMIO
CeTeBble XpaHIIHIIA (CHCTEMBI XpaHEHUS
2 [Tonnast mpoBepka 1 pa3 B mecsIg
JTAaHHBIX)
3 OmnepartiBHas U cUCTeMHast naMsTh cpeacTB  |IlosmHas mpoBepka 1 pa3 B mecsiIt
BBIYHCIIUTEIHHON TEXHUKU bricTpoe ckaHupoBaHue 1 pa3 B Hezeno
IIpu kaxxnom
4 |CwpeMHbIC MalIMHHBIE HOCHTENW HHpopManuu |[TonHast mpoBepka
HOJKJIIOYEHUH
MuHUMAIEHO HEO0X0IUMOE TPEOOBaHHUE -
5 |Beb-Tpadux HACTPOHKa aHTUBUPYCHOTO CPEICTBA 10 [MocrostaHO
YMOJTYaHHIO
@Dailnibl, MOIy4aeMbIe U NIEPENABAEMBIE YEPE3 IIpu xaxnom
6 |cerm obmiero MOIB30BAHUA U IMomHas mpoBepka TTONTyYCHUN 1
MEXTYHAPOAHOTO HHPOPMAITMOHHOTO 0OMEHa OTIpaBKe
MunumMansHo HeoOxonumoe TpeboBanue - | [Ipu kaxxaom
7 |IlodroBble COOOIICHNS STEKTPOHHON TTOUTH  |HACTPOIKA AaHTHBHUPYCHOTO CPEJCTBA IO MOTYYCHHUN U
YMOJTYaHHIO OTIpaBKe

7. Ilopsinox aeiicTBHii IpU 00HAPYKEHUH BHPYCOB

7.1. OcCHOBHbIMM MyTAMU HpoHUKHOBeHUs BupycoB B HCIIJIH sBistoTcs: Jro0ble
ChEMHBIC MAIIMHHBIE HOCHTEIH HH(OpMAINH, SJIEKTPOHHBIC MOYTOBBIE COOOIIEHUs, Tpaduk,
MOJTy4yaeMblii M3 ceTell OO0Iero MOJIb30BaHUA U CEeTed MEXIYHapOJHOTO HH(POPMAIMOHHOTO
oOMeHa, paHee 3apakeHHbIe padoune CTaHIIMK U CepBepa.

7.2. B cinydyae oOHapy>K€HUS BUPYCOB MPU BXOJHOM KOHTPOJE CHEMHBIX MAIIMHHBIX
HocuTenell MHpOpManuu, (GaiyioB WM AIIEKTPOHHBIX ITOYTOBBIX COOOIIEHUH, IOJIB30BaTENh
JTOJIKEH:

— HEMEeAJICHHO MPUOCTAaHOBUTH Bce pabOTHI HA CBOEH pabouell CTaHIINY;

— Ccoo0wuUTH OTBETCTBEHHOMY 3a obOecnieuenue 6ezonacHoctu [1/Jn B UCII/IH o daxTe
oOHapyXeHHs BUpPYCa;

— TPUHSTH COIVIACOBAaHHBIE C OTBETCTBEHHBIM 3a obOecrieueHue Oe3omacHocT I1/IH B
NCIIJIlH Mepbl 10 JOKaIM3alMM M YIAJIEHUIO BHpPyCa C HCIIOJIb30BaHUEM
AQHTUBUPYCHBIX CPEJCTB.

7.3. Ilpy HEBO3MOXXKHOCTH  JIMKBUJALIMK  TOCIEACTBUI  BHUPYCHOTO  3apakeHUs
OTBETCTBEHHOMY 3a obecnieuenue 6ezonacuoctu [11n 8 UCII[In HeoOxoamumo:

— coobmuTe O (axkte oOOHapyX eHHs NPOrpaMMHBIX BHUPYCOB B OpraHU3alHIo,
OCYIIECTBISIIOIIYI0  TEXHUYECKYIO MONJEPKKY  DKCIUTyaTalluH CPEICTB
AQHTUBUPYCHOM 3aIIUTHI HH(OPMaLIUN;

— 3aapXMBHMpOBaTh  3apaXxeHHble (aillbl MW  HalmpaBUTh C  MPHIOKEHHUEM
COOTBETCTBYIOILIETO CONPOBOJIUTENIBHOIO  JOKyMEHTa B OpraHM3aluIo,
OCYIIECTBISIIOLIYI0  TEXHUYECKYIO MOAJEPKKY  DKCIUTyaTalluH CPEICTB
AHTUBHMPYCHOH 3aIUTHI HHPOPMALIUH.

7.4. llpu nomyyeHun MHGOPMALUK O BO3MOKHOM HapyIIeHUU JIUOO BbISBICHUM (akTa
HapyleHus TpeboBaHuil Hacrosimedl WMHcTpykuuum pabota Ha pabodeld CTaHIMM JIaHHOTO
M0JIb30BATENSl HE3aMEJIUTENIbHO OJOKMPYETCs MO PEIIEHUI0 OTBETCTBEHHOTO 3a olOecredeHue
oe3onacuHoctu [1/1a B UCIT/IH.

7.5. ®axTbl MOIUUKALMY U Pa3pyIICHUs JaHHBIX Ha cepBepax WM pabourx CTaHIMIX,
3apakeHHe UX BHUPYCaMHM, a Takke OoOHapy>KeHHe APYTruX BPEIOHOCHBIX MPOTPaMM — BCE 3TO
OTHOCUTCSI K 3HAUMMbIM HapylleHusM Oe30macHOCTH HH(OpMalMM U JOJKHBI  OBITh
POaHAJIM3UPOBAHbI TIOCPEACTBOM IIPOBEACHUS CIIY>KEOHOTO paccie/l0BaHMUs.

7.6. CnyxeOHOe paccieoBaHWE IPOBOJUTCS KOMHUCCHEH, Ha3HauaeMOW IPHUKA30M
Hupektopa VYupexaenus. B cocraB komuccun B 00s3aTEIbHOM MOPSAKE BKIFOYACTCS
angmunuctpatop MCIIJIH, oTtBeTcTBeHHBIN 3a oOecreuenue Oe3omacHoctu [1/In B WCII/IH,
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HEIMOCPE/ICTBEHHBII PYKOBOJIUTENb pabOTHUKA, AOMycTUBIIEro ¢akt kommpomerauuu. llpu
HEOOXOIMMOCTH B COCTaB KOMHCCHHU MOTYT BKIIIOYAThCS APYTHe PaOOTHUKH.

7.7. PesynbraThl paboThl KOMUCCHH OQOPMIISIFOTCSI aKTOM. AKT MOJJICKHUT YTBEPXKIICHUIO
Jupekropa YupexneHus.

7.8. B mponecce paboThl KOMUCCUU 0053aTEIbHBIMU JJIs1 YCTAHOBJICHUS SBIISIOTCS:

— JaTa ¥ BpeMs 3apaxeHus (0OHaApyKEHHS 3apakKeHUs);

— OUO, nomKHOCTh U TOJpa3zesieHue pabOTHUKA, TEXHUYECKOE CPEACTBO KOTOPOTO
3apak€HO BUPYCHOM ITPOTrPaMMON;

— YpPOBEHb KPUTUYHOCTH 3apPA’KEHUS;

— 00CTOSITENHCTBA, CIIOCOOCTBOBABIINE 3aPAKECHHUIO;

— uHbOPMaLMOHHBIE PECYPCHI, 3aTPOHYTHIE 3apAKEHUEM;

— XapakTep U pazMep pealibHOTO U MOTEHIMAIBLHOTO yiepoa.

7.9. B xopxe cBoeii pabOThl KOMUCCHSI MOXET 3alpalliBaTh OOBSICHUTEIbHbIEC 3aIHCKH OT
pabOTHUKOB, IOJ03PEBAEMbIX B BHHOBHOCTU 3apaKeHUs (IIyTeM HHUCHbMEHHOIO 3ampoca HX
HETOCPEACTBEHHBIM pyKoBoAHUTENsIM). OOBSICHUTENIbHAS 3alMCKa JODKHA OBITh MpEACTaBICHA
KOMUCCHH B TeueHHe 3 (Tpex) pabouux JHEH ¢ MOMEHTa MOCTYIUIeHUs 3ampoca. B ciydae otkaza
NPEOCTaBUTh OOBSICHUTEIBHYIO 3aIUCKY, JaHHBIH (DaKT OTpa’kaeTcs B aKTe.

7.10. VYHuuTOXXEHHE MaTepUAIOB paccienoBaHusi (AKTOB 3apa’keHHUs OCYIIECTBISETCS B
COOTBETCTBUU C YCTAaHOBJIECHHBIMU TPEOOBaHUSIMM 110 JEJIONPOU3BOICTBY U HOMEHKJIATYPOH /€.
8. OTBeTCTBEHHOCTH

8.1. Tlomwp3oBarenmu u OTBeTCcTBEHHBIM 3a obOecrieuenue Oe3zomacuoctu I1/[n B UCIIH
HECYT OTBETCTBEHHOCTh 3@ HEHAJJIeXKalllee MCIOJHEHWE WM HEHCIOJHEHUE CBOUX
00s13aHHOCTEH, MpPEeNyCMOTPEHHbIX HacTosAwmell WHcTpykuued, B mpeaenax, ONpeaeIeHHBIX
JIEHCTBYIOIMM 3aKoHOJaTeNnbCcTBOM Poccuiickoit denepanuu. 3a HecoOnoAeHHe TpeOOBaHUN
3akoHoaarenbcTBa  Poccmiickonn  @enepanuy  IpeayCMOTpeHa TpaXkJaHCKas, YroJIOBHAs,
aIMUHUCTPATUBHAS, TUCUUIUIMHAPHAS OTBETCTBEHHOCTD.

9. Cpok geiicTBHA U MOPS/I0K BHECEHUS] U3MeHeHHUI

9.1. Hacrosmas MHCTpyKLKs BCTYIAET B CHIIy C MOMEHTA €€ YTBEPKIEHUS U JICHCTBYET
OeccpoyHo.

9.2. Hacrosmas MHCTpyKIMS NOUIEKHUT IEPECMOTPY HE PEXkKe OJHOTO pa3a B TPH roja.

9.3. U3meHeHHWs W [ONOJNHEHHWS B HACTOANIYI0 MHCTPYKIIMIO BHOCSTCS TPUKA30M
Jupekropa YupexaeHus.
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[Mpunoxenue 4

k npukazy MAY JIO «JAT um.E. 1.
ITopommnay»

ot «08» aBrycra 2022_ r. Ne 58

NHCTPYKIUA
110 OPraHM3ALMH Pe3epPBHMPOBAHNS U BOCCTAHOBJICHUSI PA00TOCIIOCOOHOCTH TeXHUYECKUX
CpeICTB M MPOrPaMMHOI0 obecredeHus1, 0a3 JaHHBIX M CPEACTB 3alIUTHI HH(pOpMaAIIUU
B HH()OPMALMOHHBIX CHCTEMAaX MEPCOHAJbHBIX IaHHbBIX
MAY 10 «AT um.E.N. ITopommua»
1. TepmuHBbI U onpeaeneHUus

1.1. ABToMaTH3UpOBaHHOE paboyee MEeCTO — MPOrPaAMMHO-TEXHUYECKUH KOMILIEKC,
IpeIHa3HAYEHHBIN AJI aBTOMATHU3alMU JEATEIIbHOCTH OIPEIEIEHHOTO BUAA.

1.2. UnpopmaninoHHas cucremMa epcoHalbHbIX JAHHBIX — COBOKYITHOCTb COAEPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00ECHEUMBAIOIINX UX 00pabOTKY MH(POPMAIIHOHHBIX
TEXHOJIOTHUI U TEXHUYECKUX CPENCTB.

1.3. O6paboTka TeEpCOHANBHBIX JaHHBIX — JI000€e JEHCTBHE (Omeparus) WM
COBOKYIHOCTb  JIeHCTBMH  (omepaumii), COBEpLIAEMbIX C  HCIIOJIB30BAaHHUEM  CPEICTB
aBTOMAaTHU3alMK WIK 0€3 UCIIOJIb30BAHUS TAKUX CPEJICTB C MEPCOHANIBHBIMU JIaHHBIMU, BKJIIOUYast
cOop, 3anuch, CUCTEMATU3aLUI0, HAKOIUIEHHE, XpaHEHUEe, yTOUHEeHUe (0OHOBIIEHUE, H3MEHEHHE),
U3BJICUEHHE, HCIOJIb30BaHUE, Iepefady (paclpocTpaHEHHE, NPeJOCTaBICHHUE, JOCTYII),
o0e3nnuuBaHue, OJOKUPOBAaHUE, yIAIEHUE, YHUYTOXKEHUE IEPCOHANIBHBIX JaHHbIX.

1.4. KonduneHMaabHOCTh HH(POpPMAIUK — 00s3aTeNbHOE JJIS BBIMOJHEHHS JIUIOM,
HOJYYMBIIUM JOCTYH K OIpelesieHHOW HH(popMmanuu, TpeOOoBaHHWE HE IepeaaBaTh TaKylo
UH(OPMALIHIO TPETHUM JIHIIaM 0e3 coracus ee o0agaTens.

1.5. IlepconanbHble naHHble — Jr00as WHGpOpMalMsA, OTHOCSIIASCS K MPSIMO WM
KOCBEHHO OIPEJEICHHOMY WM ONpEAesseMOMy (PU3nYecKoMy JIUIy (CyOBEKTY MepCOHAIbHBIX
JIAHHBIX ).

1.6. [Tonp3oBarens MHPOPMAITMOHHOW CHUCTEMBI MEPCOHANBHBIX ITaHHBIX — Pa0OTHHK,
OCYILLECTBIIAIOUIMI  00pabOTKY IEpCOHANBHBIX JIaHHBIX B HH(QOPMALMOHHOW cHCTEMe
NEPCOHAIbHBIX JaHHbBIX.

1.7. CpenctBo aHTUBHPYCHOM 3alllUThl — MPOrpaMMHOE CpPEACTBO, peaIHu3yrollee
GyHKIIMM OOHApYKEHUSI KOMIIbIOTEPHBIX MPOrpamMM JUO0 MHON KOMIIbIOTEpHOW MH(poOpMaiuuy,
NpeHa3HAYSHHbIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTOKEHUS, OJIOKUPOBaHMS, MOIUDUKALIIH,
KONMPOBAaHUS KOMIBIOTEPHON HMH(OpManMM WIM  HEUTpanu3aluud  CpPEeACTB  3alUThI
uHpOpMalINK, a TAK)Ke pearupoBaHus Ha 0OHApY>KEHUE ITUX MPOrpaMM U UH(OPMAIIH.

1.8. CpenctBo 3ammThl WHPOPMAIMU — TPOrPaMMHOE OOECIeYeHUe, MPOTPaAMMHO-
anmapatHoe — oOecrieyeHue, amnmapaTHoe  oOeclieyeHHue, BEIIeCTBO  WJIM  Marepua,
IpeHa3HaYeHHbIE WM UCIIOJIb3YEMBbIE IS 3alllUThl HH(OPMALIHH.

2. O06mme moJioKeHUst
2.1. Hacrosmas MHCTpyKIus MO OpraHU3allid pPE3ePBHPOBAHUS W BOCCTAHOBIICHUS
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB M IMPOrpaMMHOro obecreueHus, 0a3 JTaHHBIX U
CPEICTB 3alUThl MH(GOpMalMd B MH(OOPMALMOHHBIX CHCTEMAaxX MEPCOHATIbHBIX JaHHBIX MAY
JO « AT um.E.W. ITopommuay (nanee — IHCTpyKIKs) YCTaHABIMBAET OCHOBHbIE TPEOOBAHUS K
OpraHMU3aIi Pe3epPBHOIO KOMUPOBaHHUS (BOCCTAHOBJIEHHMSI) MPOTPAMM U JIAHHBIX, XPaHALIUXCA B
6a3ax JTaHHBIX MH()OPMAIIMOHHBIX CHUCTEM IMepcoHaNbHBIX AaHHBIX (nanee — UCII[n) MAY 10
«IAT um.E.N. Tlopomunay (nanee — YupexaeHue), a Takke K pe3epBUPOBAHUIO allllapaTHbIX
CpPEICTB.
2.2. Hacrosmias MHCTpyKIHS pa3padboTaHa ¢ Ieibio:
—  OIpeAeneHus] KaTeropuu HHQPOpMaIuH, Mojyiexaiieil 00s3aTeIbHOMY PE3epBHOMY
KOIIMPOBAHUIO;
— OIpeAeneHus MNpOoUEAypbl  pPE3epBUPOBAHUSA  JAHHBIX Ui IOCIEAYIOLIETO
BoccTaHoBjIeHUsT paboTocniocooHoctr MCIT/IH mpu mosHO#M MM 4aCTUYHOM MOoTepe
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nH(pOpMallMY, BbI3BAaHHOW COOSIMH WJIM OTKa3aMM alapaTHOrO WM MPOTPaMMHOIO
o0ecrieyeHus, OIIMOKAMM I0JIb30BaTeNei, Ype3BBIYaHBIMU O0OCTOSTEIHCTBAMU
(mokapom, CTUXUHHBIMU OCICTBHAMU U T.1.);

— OIpeAeNeHUs MOpsiAKa BOCCTAHOBICHUS HHQOpPMAIMK B CiIy4ae BO3HUKHOBEHHUS
TaKOH HEOOXOAUMOCTH;

—  ymopsitoueHust pabOThl M ONpPEJeNeHHs OTBETCTBEHHOCTH JOJDKHOCTHBIX JIHIL,
CBSI3aHHOM C pe3epBHBIM KOIUPOBAHUEM U BOCCTAHOBJICHHEM UH(DOPMALIHH.

2.3. JletictBue Hactosmieli MHCTpYKIIMKM pacmpocTpaHsSeTcss Ha BCEX IOJb30BaTeleh
UCTIn YupexneHus, a Tak)ke Ha OCHOBHBIE CHCTEMbI 00eCIIeUeHNs HEMPEPHIBHOCTH pabOThI U
BOCCTAHOBJIEHMSI PECYPCOB IIPU BO3SHUKHOBEHUM aBAPUIHBIX CUTYAllUii, B TOM YHUCIIE:

—  CHCTEMBbI )KU3HEOOECTIeYeHNSI TEXHUUYECKUX CPE/ICTB;

—  CcHCTeMbI 00ecreueHus: 0TKa30yCTOMYUBOCTH;

—  CHCTEMBbI pe3epBHOI0 KOMMMPOBAHUS U XPaHEHUS JAHHBIX;

2.4. Tlox pe3epBHBIM KOMHMPOBAHHWEM MH(POPMALUU MOHUMAETCS CO3AaHUE U30BITOYHBIX
KOnuil 3amuiiaeMod HHQOpMAIMK B JJIEKTPOHHOM BHJE Jsi OBICTPOrO BOCCTaHOBIICHUS
paborocnioco6HocTr MCII/IH B citydae BOSHMKHOBEHHSI aBapUWHOW CHUTYallMH, TTOBJICKIIECH 3a
co00i1 MOBPEXICHUE U YTPATy JaHHBIX.

2.5. Pe3epBHOMY KOINHUPOBAaHHIO MOJUICKUT HWHPOPMALUS CIEAYIOIIUX OCHOBHBIX
KaTeropuii:

— wuHdopmarnus, oopabaTsiBaeMas nons3oBarensimu B UCII/IH, a Taxxe nndopmanms,
HeoOxoauMasi Jisi BoccTaHOBIeHHUS pabdorocnocodonoctn MCII/H, B T.4. cuctem
yrnpasneHus 6a3amu aansbix (nanee — CYB/]) oOmiero monp30BaHUS U CHPABOYHO-
MH(POPMALMOHHBIX CHCTEM OOIIETO NCIIOIh30BAHNUS;

— paboune KONMU YCTAHOBOYHBIX KOMIIOHEHTOB IPOTPaMMHOI0 oOecriedeHns 00mero
Ha3HA4YeHHs] M CHEIMATU3UPOBAHHOTO MPOrPAMMHOTO OOECHEYeHHUs CEpPBEPOB U
pabouux CTaHIUM;

— uHdopManys, HEOOXOoaMMas A BOCCTAHOBIICHHS CHCTEM YIpaBJieHUs OazaMu
nanubix MCIIIH, 71OKaJbHOW BBIYUCIUTEIBHOM CETH, CHUCTEMBI 3JIEKTPOHHOTO
JIOKYMEHTO000pOTa;

—  peructpanuoHHas MH(OpPMaLKs CUCTEM 3aIIUTHI HHPOpPMAaILIIH;

— gpyras uHpopmanus MCIIJIH, mo MHEHHIO NOJb30BaTeNel, agMUHHCTPATOPOB
NCTI/In 1 oTBeTCTBEHHOIO 3a obOecredeHre 0e30MacCHOCTH MEPCOHAIBHBIX JaHHBIX
(manee — II[Jn) B WCII[AH, sBusromasics KPUTHYHOM A pabOTOCIOCOOHOCTH
NCIIH.

2.6. Hacrosmas MHcTpyKuusi sBAseTCs JONOJHEHHEM K JEHCTBYIOIIUM JIOKAIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BoIpocaM oOecredeHHsl 0e30MacHOCTH
CBeIeHUIl KOH(UAECHIMAIBHOIO Xapakrepa, B ToM uuciae u IIJI[H, m He wuckiIO4Yaer
0053aTeNIbHOTO BBIITOJIHEHUS UX TPeOOBaHUM.

3. OOmme TpeGOBaAHMS K pe3ePBHOMY KOINIMPOBAHUIO

3.1. B MHcTpyKIuu pe3epBHOTO KOMUPOBAHHS OIMHUCHIBAIOTCS ACHCTBUS MPH BBHITIOJTHEHUT
CIIEYIOIINX MEPOIPUATHI:

— PpE3epBHOE KONMPOBAaHME C YKa3aHWEM KOHKPETHBIX PE3EPBUPYEMBIX JAHHBIX U
arnmapaTHBIX CPEJICTB (B Clydae HEOOXOIUMOCTH);

—  KOHTPOJIb PE3EPBHOIO KOTUPOBAHUS;

—  XpaHEHHE PE3EePBHBIX KOMUH;

—  TIOJTHO€ WJIM YaCTMYHOE BOCCTAHOBJIEHUE JIaHHBIX.

4. OTBETCTBEHHOCTH 32 COCTOSIHUE Pe3ePBHOI0 KOMMPOBAHUS

4.1. OTBeTCTBEHHOCTbH 3a KOHTPOJIb HaJl CBOEBPEMEHHBIM OCYIIECTBIEHUEM PE3EPBHOTO
KOIMHMPOBAHUS U COOMIOJIEHMEM COOTBETCTBYIOIIEH WHCTpyKIMM, a TakKe 3a BBIIOJHEHHEM
TpeOOBaHUI MO XPaHEHHIO PE3EPBHBIX KONUI M MPENOTBPALICHUIO HECAaHKIMOHHPOBAHHOTO
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JIOCTYTIa K HUM BO3JIaraeTcsi Ha OTBETCTBEHHOTO 3a obecrieuenue 6e3omacHoctu [1/1n B UCII/IH
u agmunucrparopos UCII/IH.

4.2. B cinyuyae oOHapy)XEHUs HOIBITOK HECAHKLIMOHUPOBAHHOI'O JOCTyNa K HOCUTENSM
pe3epBHOI MH(pOpMAIMM, a TaKKe HWHBIX HAPYUICHUAX HH(DOPMAIMOHHOW Oe30MacHOCTH,
IPOM3OLIEANIMX B IPOLECCE PE3epPBHOIO KOMMPOBAHHUSA, COOOIIAETCS OTBETCTBEHHOMY 32
obecnieuenne Oe3zomacHoctu [1/ln B MICIIJIn B TeueHuwe pabodero AHs TOCiIe OOHAPYKEHUS
YKa3aHHOI'O COOBITHSL.

5. IlepnoaM4HOCTH pe3epBHOI0 KONMPOBAHMS

5.1. Pe3epBHOEe KONUpPOBaHME CHELMATU3UPOBAHHOTO IPOrPAMMHOIO OOecreueHus
IPOU3BOIUTCS IPU €ro IMOJY4eHHH (E€Ccau 3TO NPEeIyCMOTPEHO HHCTPYKLMEH IO €ro
IPUMEHEHUI0O U HE IMPOTUBOPEUYMUT YCIOBUSAM €ro pPacHpOCTpaHEHHUs), a TaKkKe IpPU ero
OOHOBJICHHH U TIOJIyYE€HUH UCIPABICHHBIX 1 OOHOBIICHHBIX BEPCUH.

5.2. UWudopmanus, coaepxamjascs B IOCTOSHHO H3MEHSEMbIX 0a3ax JlaHHbIX,
COXpaHsETCS B COOTBETCTBUU CO CIEAYIOIUM IrpaduKoM:

—  ©XKeIHEBHO NMPOBOJIUTCS KOMUPOBAHHE M3MEHEHHOH M JONMOJHEHHOW WH(pOpManuu
(HocHTeNH C eKeIHeBHOW HHpOpMaLell TOJKHbBI XPaHUThCS B TEUCHUE HENIENHN);

—  @XKEHEeJeJIbHO NPOBOAUTCS PE3epBHOE KOMUPOBaHUE BCell 6a3bl JaHHBIX (HOCUTEIH C
©KEHE/IeTTbHBIMH KOMTUSMH XPaHATCS B TEUCHHE MECSIIIA);

—  ©XKEMECAYHO NPOU3BOJUTCS PE3ECPBHOE KONHMPOBAHME HA CHEIHUAIIbHO BbIAEICHHBIN
HOCUTEIIb AJIUTEIBHOI0 XpaHEeH!sl, UH(pOopMalKs Ha KOTOPOM XPaHUTCS IIOCTOSHHO.

5.3. He pexe omHOro pasa B roJ Ha HOCUTEIU JJIUTEIHHOTO XPAHEHUS 3aIHCHIBACTCS
uHpopMalLKs, HE OTHOCSLIAsCS K TIOCTOSHHO M3MEHAeMbIM 0a3aM JaHHbIX (TPHUKa3bI,
pacropsHKeHHs, OTKPBITHIC H3AaHUS U T.JI.).

6. BoccraHnoBjieHue HH(OPMAIIMHU U3 Pe3ePBHBIX KOMUM

6.1. B cmyuae HEOOXOAMMOCTH, BOCCTAHOBJICHHE JAHHBIX W3 PE3EPBHBIX KOIHUKI
IPOU3BOJIUTCS OTBETCTBEHHBIMU PaOOTHUKAMHU.

6.2. BoccraHoBieHHE MJAaHHBIX W3 PE3EPBHBIX KOMHUW TPOUCXOAWT B CiIydae ee
MCUE3HOBEHMS WJIM HapyLIEHHUs BCJIEACTBUE HECAHKI[MOHUPOBAHHOIO JOCTyHa B CHCTEMY,
BO3/ICHCTBUS BHPYCOB, IPOIPAMMHBIX OIIHOOK, OIMOOK PAOOTHUKOB M amlIlapaTHBIX COOEB.

6.3. BoccraHoBieHHE CHCTEMHOIO MPOTPaMMHOIO OOECledYeHUs] W IMPOrpaMMHOIO
oOecrieueHHs OOIIEro Ha3HAUYEHUs TMPOU3BOJAUTCA C HUX HOCUTENEH B COOTBETCTBUU C
UHCTPYKLHUSMU MPOU3BOAUTEIS.

6.4. BoccranoBienue CHeLHaATU3UPOBAHHOTO IIPOrpPaMMHOTO o0ecrnieyeHus
IPOU3BOUTCS C JUCTPUOYTUBHBIX HOCHUTENEH MM UX PE3EPBHBIX KOMUH B COOTBETCTBUU C
MHCTPYKIHUSMHU IO YCTAHOBKE UJIM BOCCTAHOBJIEHUIO JAHHOT'O ITPOrPaMMHOI0 00ecrieueHusl.

6.5. BoccranoBnenue nHdopMmalyy, He OTHOCAILIECHCS K OCTOSHHO M3MEHSEMbIM 0a3am
JAaHHBIX, MTPOU3BOJUTCS C pe3epBHBIX HocuTenel. Ilpu 3ToM mcnonbp3yeTcst mocneaHss KOomus
UHpOpMaLIUH.

6.6. Ilpm dacTHUYHOM HapymIEHMH WM WMCYE3HOBEHWH 3amuceid 0a3  JaHHBIX
BOCCTAHOBJICHHE NPOU3BOJUTCS C MOCIEAHEW HEHAPYIICHHON €XeIHEeBHOM Komuu. I1osHOCThIO
uH(poOpMallisg BOCCTAHABIMBAETCS C TOCIEAHENW €XEHEeNeIbHOW KOIWHU, KOTOpas 3aTeM
JIOTIOJTHSETCS €KEJHEBHBIMU YaCTUYHBIMU PE3EPBHBIMU KOTIHSMHU.

7.  Cpok neiicTBHSI M MOPSI/IOK BHECEHUS] H3MEHeHMit

7.1. Hacrosmas MHCTpyKIUs BCTYNAeT B CHIIy C MOMEHTA €€ YTBEP)KICHHS U JIeHCTBYET
OeccpodHo.

7.2. Hacrosmas MHCTpyKIMS TOUIEKHUT NEPECMOTPY HE PeXke OJHOTO pas3a B TPU roja.

7.3. V3meHeHWs W [OTOJNHEHHWS B HACTOANIYI0 VHCTPYKIIMIO BHOCSTCS TPUKA30M
Jupekropa YupexaeHus.
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[Mpunoxenue 5

k npukazy MAY JIO «JAT um.E. 1.
[Topomnnay

ot «08» aBrycra 2022 r. Ne 58

HOPAIOK
o0paieHHsi CO CbeMHbIMH MAIIMHHBIMH HOCHUTEJISIMH IIEPCOHATBHBIX JaHHBIX
B MAY J10 «AT um.E.N. Ilopomuna»
1. TepmuHbI 1 onpeeIeHUs!

NudopmannonHas cucrtema MnepcoHaIbHBIX JAaHHBIX — COBOKYIHOCTH COJAEPIKAIUXCS B
0a3ax aHHBIX MEPCOHAIBHBIX TAaHHBIX M O0ECIEYMBAIOIIUX MX 00pabOTKy MH(DOPMAIIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPEJICTB;

CpeMHBII MalIMHHBIA HOCUTENIb IEPCOHAIBHBIX JAaHHBIX — CMEHHBIA HOCHUTEIb
MEPCOHANIBHBIX JAHHBIX, IPEIHAa3HAYEHHBIN Il 3alIMCH U CYUTHIBAHMS IIE€PCOHAIBHBIX JTaHHBIX,
IIPEJICTAaBICHHBIX B CTAHAAPTHBIX KOJaX;

O6paboTka MEPCOHANBHBIX JAaHHBIX — JHO0O0E JeicTBUE (Orepalys) WIH COBOKYITHOCTb
JeicTBUi (omeparuii), COBEpIIaeMbIX C HCIIOIB30BAHHMEM CPEJICTB aBTOMATH3alMKM Win 0e3
WCIIONIb30BAaHUsl TAaKUX CPEICTB C TNEPCOHAIBHBIMU JAaHHBIMH, BKJIIOYass cOOp, 3aIlucCh,
CHCTEMaTH3aIMI0, HAKOTICHUE, XpaHeHue, yTouHeHue (0OHOBIIEHUE, U3MEHEHNUE), U3BJICUCHHUE,
UCIIONIb30BaHUe, Tepenady (pacmpocTpaHeHue, NpeaoCTaBlIeHHE, JIOCTYM), O0e3TMYMBaHUE,
0JIOKMpOBaHUE, YJAIIEHUE, YHUUTOXKEHHUE IEPCOHATIbHBIX JaHHBIX;

[lepconanbuble naHHble — Jr00as WHGOPMALIKS, OTHOCSIIASICS K MPSMO HIIM KOCBEHHO
OIpEeIEHHOMY WIH oNpeensieMoMy (prU3nuecKoMy JHIY (CyObEKTY NEPCOHAIbHBIX TaHHBIX);

CpenctBo 3amuthl uHGOpMAMu — MPOTrpaMMHOE OOecledeHne, MPOrpaMMHO-
ammapatHoe — oOecliedeHHe, amnmapaTHoe  OOecCleYeHHe, BEIIeCTBO WM  MaTepuall,
MpeHa3HaYeHHOE I UCTIONB3YeMOe IS 3allUuThl HH(OpMALIUK.

2. Oomue nosoKeHus

2.1. Hacrosmmii Ilopsgok oOpamieHuss co CHhEeMHBIMH MAIIMHHBIMH  HOCUTEISIMH
nepcoHanbHbix JgaHHbIX B MAY 10 «UAT um.E.M. Tlopommna» (manee — Ilopsaok),
pa3paboTaH B COOTBETCTBUH C 3aKOHOJAaTelnbcTBOM Poccuiickoit denepanuu o mepcoHalbHBIX
naHHbIX (manee — I1J[H) U1 HOpMATUBHO-METOJUYECKUMH JOKYMEHTaMH (efepaibHbIX OpraHOB
UCTIOJIHUTENIBHOW  BJacTW 1o BompocaM Oe3omacHocty IIJI[H mpum ux oOpaboTke B
MH(OPMALIMOHHBIX CHCTEMaX MepPCOHANbHBIX JaHHBIX (nanee — UCII/H).

2.2. Hacrosmuii [Topsimok onpexnenser:

— IpaBWJa OOpalleHUs] CO CheMHBIMU MAIIMHHBIMU HOCUTENSIMU MH(OpMAIMH, B TOM

yucne u [1/1xn (nanee — CMHN);

— mopsaok opranuzauuu yueta CMHU;

— nopsaok yHuuroxxenus CMHU.

2.3. Tlon CMHU B mHacrosmem I[lopsike TOHHMAIOTCS CICIYIOIIHE HOCHTEIH
uHpOpMaLUu:

— ontuueckue qucku (CD, DVD) onHOKpaTHON U MHOTOKPAaTHON 3aIMCH;

—  2JIGKTPOHHBIE HAKOMUTENU HH(popMaruu ((IdII-namsTh, CbeMHBIE )KECTKUE TUCKN);

—  HHBIE HOCUTENU UH(OPMAIIH.

2.4. TpeboBanusi Hacrosmero Ilopsaka SIBISIOTCS OO0S3aTENBHBIMU UTSI WCTIOJTHEHUS
Bcemu pabotHukamu MAY J1IO0 «IJAT wum.E.W. Tlopommua» (manee — YdpexkicHue),
WCIIONTB3YIONTUMU B cBoei pabore CMHU.

2.5. Bce pabotauku Yupexnaenus, ucnonsiytonre CMHU, nomkHbI OBITh 03HAKOMIIEHBI
¢ TpeboBaHUAMHU HacTosUM [lopsakom moj moanuch.

2.6. Hacrosmuii Ilopsgok sBiseTcss IOMOJHEHHEM K JEHCTBYIOIIUM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BoIlpocaMm olecredeHHs] 0e30MacHOCTH
CBeIeHUIl KOH(UAECHIMAIBHOIO Xapakrepa, B ToMm umciae u II[H, u He wuckIoyaer
0053aTeNIbHOTO BBIMOJIHEHUS UX TpeOOBaHUI.
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3. IIpaBuia oOpameHus co CbeMHbIMH MAIIMHHBIMH HOCUTEISAMH MePCOHAJIbHbBIX
JAAHHBIX

3.1. Oopamenne co CMHUM nomKkHO OCYIIECTBISETCS TakuM 0Opa3oM, YTOOBI
UCKJIIOYAJIUCh UX yTpaTa, 10pya U HECAHKIIMOHUPOBAHHBIM JOCTYN K HUM ITIOCTOPOHHUX JIULI.

3.2. Ilpu o6pamenun co CMHU, BBITOTHAIOTCS CIEAYIOIME OCHOBHBIE TIPaBHUIIa;

— CMHM! y4uThIBalOTCS Y BBIIAKOTCS MOJT MOINCH;

— CMHU, cpok skcmilyatallud KOTOPBIX MCTEK, YHHUUYTOXKAIOTCSI B YCTaHOBJICHHOM
HOPSJIKE;

— gmaa BeiHoca CMHM 3a mpenensl KOHTPOJIMPYEMOM 30HBI, 3allpallliBAETCs
CHelHaIbHOE Pa3pelieHue y OTBETCTBEHHOTO 3a obecrieuenue O6esonacHoctu I1/1H B
NCTIH (manee — OTBETCTBEHHBIH ), a (haKT BRIHOCA (DUKCUPYETCS,

— npaBo Ha nepemenienne CMHMU 3a npeaenbl KOHTPOJIMPYEMOU 30HbI, UMEIOT TOJBKO
T€ JMIA, KOTOPHIM OHO HEOOXOAMMO I BBIIOJHEHUS CBOMX JOJKHOCTHBIX
o0s13aHHOCTEH ((PYHKITUN);

— Bce CMHUM gomxubl XxpaHuTcsa B ceddax (Metaumueckux —mikadax),
000pyIOBaHHBIX BHYTPEHHUMHU 3aMKaMU C ABYMs WJIM OoJiee AyOIMKaTaMu KIIO4en
U TPUCIOCOOJICHHBIMH [UIsl ONEYaThIBAaHUS 3aMOYHBIX CKBAKUH WM KOJIOBBIMH
3aMKaMH;

— gpomyckaercsi xpanenne CMHU Bue ceiigoB (Merammmueckux mKadoB) MpH
ycrnoBusix  yHuUuTokeHus  (ctupanusi) [I/lH u  ocrarounoit  uHpopmanuu
(uH(OpMAIH, KOTOPYIO MOXXHO BOCCTAHOBHUTH IOCJE YAAJICHHUS C MOMOIIBIO
HEIITaTHBIX CPEACTB U METOJOB) C UCIOJIb30BAHUEM CPEICTB CTHPAHUS NAaHHBIX U
OCTaTOYHOH wWH(popManuu, TUO0 eclii Ha CheMHOM MamMHHOM Hocutene 1/l
xpanarca Tonpko I[I/lH B 3ammdpoBaHHOM BHIIE C HCHOJIH30BAHUEM CPEACTB
KpUnrorpadguyeckoi 3amuThl THPOPMALIUH.

3.3. CMHMU nomxkeH ucnonb30BaThes, HE 0ojiee CpPOKa IKCIUTyaTallMH, YCTAHOBIECHHOTO
M3TOTOBUTEJIEM MaTEPUAILHOTO HOCUTEIIS.

4. Tlopsinok XpaHeHHs U y4eTa CbeMHbIX MAIIMHHBIX HOCHTEJIell epCOHATbHBIX JaHHBIX

4.1. CMHMU, nomkxHbl UMETH CIIEHUATbHYI0 MAapKUPOBKY. THI MapKUpOBKU BblOMpaeTcs
OTBETCTBEHHBIM.

4.2. Bce wnaxomsmmecs Ha XxpaHeHMH W B oOpamennn CMHU  yuuTteBaroTcs
OTtBeTcTBEHHBIM B «OKypHase yuera CbeMHBIX MAIIMHHBIX HOCUTENEH MEePCOHAIbHBIX JTAHHBIX B
[OPTAHU3AIUA], hbopma koToporo ycraHoneHa B [Ipunoxkenun 1 k Hactosmemy [lopsinky.

4.3. B HepabGouee Bpems U BpeMs OTCYTCTBUS HEOOXOIUMOCTH HcHojib3oBaHus I1JIH
CMHMU nomxubl XpanuTbes B xpanunuiax CMHU.

4.4. Tlepeuenr Xxpanwnuil ompezaensercs B «KypHale ydera XpaHWJIMIL HOCHTENEH
nepcoHanbHBIX TaHHBIX B MAY JIO «JT um.E.U. Tlopommnay.

4.5. Tlonp3oBatenu ais BbiodHeHUs pador nonaydaror CMHU y OtBercrBennoro. Ilpu
MOJIyUEHUU JIeJIaloTCA COOTBETCTBYIOUIME 3amucu B «OKypHane ydyera ChbEMHBIX MAalllMHHBIX
HocuTenen nepcoHanbHbIX AaHHBIX B MAY J1O «IIJAT um.E.N. ITopommmnay.

5. Ilopsiiok YHMUYTOKEeHHS CbeMHbIX MAIIMHHBIX HOCHTeJIeil MepCOHATbHBIX JaHHBIX

5.1.  VYuuuroxxenue [1[{H mpon3BOANUTCS TOJBKO B CIAETYIOIUX CIydYasx:

— oOpabateiBaembie [IJI[H momIekaT YHUYTONKEHUIO JHOO 00E3MUYMBAHHUIO TIO
JOCTHXKEHUHM 1iefiel 0o0paboTKM WM B cily4yae yTpaTbl HEOOXOJUMOCTH B
JOCTM>KEHUH 3THX 1IeJIeH, eClTi MHOE He MPeAyCMOTPeHO (hefiepaibHbIM 3aKOHOM;

— ITIJIH gBIAIOTCS HE3aKOHHO MOJYYEHHBIMU WU HE SIBISIFOTCS HEOOXOAMMBIMU st
3asIBJICHHOM 1€ 00pabOoTKU;

— B Ciy4yae BBISABICHHS HempaBoMmepHOoW oOpabotku II/[H, ecnu obecnednTh
paBoMepHOCTh 00paboTku [1/IH HEBO3MOXKHO;

— B ClIyYae AOCTHXKeHMs 1enu oopadortku I1/1H;

— B ciydae or3biBa cyObekToM I1J[H cornacus Ha oOpabotky ero I1/[H u B ciyuae,
ecnu coxpanenue [1/]n Oonee He Tpebyercs A neneit oopadorku [1/1H.
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5.2. CMHMU, npumenmue B HETOTHOCTh WU OTCIYKHUBIIHWE YCTAHOBJIEHHBIM CPOK,
MOJJIEKAT YHUUYTOKEHUIO.

5.3. Vawmuroxenne CMHUM  ocymecTBiaseTcs  KOMHUCCHEH TI0  YHHYTOXXCHHIO,
Ha3Ha4YCHHOU ITpUKa30M Jupekropa YupexacHus.

5.4. Tlpu yanuroxxennu CMHU Heobxoaumo:

— ybenutbcs B HeoOxoaumocTu yauutoxkenuss CMHU;

— ybeautbcs B TOM, YTO YHHUYTOXKAIOTCS TOJBKO Ta HHGMOpManus, KOTopas
IIpeHa3HaYeHa )11 YHUUYTOKEHNUS,

— yauuroxute CMHUW mnoaxonsmum crnocoOoM, B COOTBETCTBHHM C HACTOSIIIUM
[TopsinkoM uaM cnocoOOM, YKa3aHHBIM B COOTBETCTBYIOIIEM TpeOOBaHHM HIIU
pacnopsIUTEIbHOM JOKYMEHTE.

5.5. Ipu yanuroxxennu CMHU npuMeHSIOTCS eIy rOIue CriocoOb:

— u3MenbueHHe B OymaropesareiabHON (OyMaroyHHYTOXXHTEIbHOM) MamluHe — JUis
JIOKYMEHTOB, HCIIOJIHEHHBIX Ha Oymare;

— TIIATeNbHOE BBIMApblBaHHWE (C TPOBEPKOM  TIIATEIBHOCTH  BBIMAPBLIBAHMS)
uHpOpPMALIUK, TOMJISKAIIEH YHHUUTOXKCHHIO — JUISI COXPAaHEHHUS BO3MOXKHOCTH
00pabOTKM UHBIX IaHHBIX, 3a()UKCUPOBAHHBIX B IOKYMEHTE;

— U3MeJNbYCHHE B CIEUUATBHOW MYIbTUPE3aTENbHON (MYIbTHYHHYTOXKHUTEIHHOMN)
MamuHe WM (pusnyeckoe YHHUYTOKEHUE (pa3pylieHne) HocuTenell nHpopManud —
s CMHU Ha onTuyeckux AucKax;

—  ¢usnueckoe ynuuroxenue yacteit CMHU — paspyiienue wiu cuibHast nedopmanus
— U1 HOcWTeNed WHGPOpPMAalMK Ha KECTKOM MAarHUTHOM AHCKE (YHUYTOXXKEHUIO
MoJJIe)KaT BHYTPEHHUE IUCKM U Mukpocxembl); SSD-muckax, USB- u Flash-
HOCUTENAX (YHHUTOXKEHHUIO IMOAJIEKAT MOJYJIM U MHUKPOCXEMbI JIOJTOBPEMEHHOM
MaMsATH);

—  CTHpaHUE C MOMOIIBIO CePTUPHUIMPOBAHHBIX CPEJICTB YHUUTOKECHUS] HHOpMALIUU —
JUIS 3amuceil B 0a3ax NaHHBIX U OTACIBHBIX JOKYMEHTOB Ha MAaIIMHHOM HOCHTEJIE.

5.6. Ilo pesynpraram yHuuroxkenuss CMHUM xomwuccueil cocraBusercs  «AKT
YHUUYTOXKEHUS ChEMHBIX MAIIMHHBIX HOCHUTENEH NEepPCOHAIbHBIX JAaHHBIX», (OpMa KOTOPOIO
ycraHosieHa B [Ipunoxenun 2 k Hacrosmemy [Topsaky.

6. OTBeTCTBEHHOCTH

6.1. OrtBeTcTBEHHBIM 3a XpaHeHue, yueT U Beijauy CMHMU, sBnsercs OTBETCTBEHHBIH.

6.2. Bce pabornuku Yupexaenus, ucnonbdytomue CMHU u OTBeTCTBEHHBIN HECYT
OTBETCTBEHHOCTb 3a HEHaJJIeKalllee MCIOJHEHWE WIM HEUCIIOJIHEHUE CBOUX OO0S3aHHOCTEH,
IIPEAYCMOTPEHHBIX HacTosmuMm [lopsankoMm, B mpenenax, ONPENENEHHBIX ACHCTBYIOIIUM
3aKOHOJIaTEJILCTBOM Poccuiickon denepanuu. 3a HecoOI0IeHNe TpeGoBaHMH
3akoHomarenbcTBa  Poccmiickoit  denepauuy  IpenycCMOTpEHA TpakJaHCKas, YroOJIOBHAs,
aJMMHHMCTPATUBHAs, TUCLUIUIMHAPHASI OTBETCTBEHHOCTb.

7. Cpok nelicTBUS U NIOPSIAOK BHECEHUS M3MEHEeHU

7.1. Hacrosmuii [Topsnok BCTymaer B CHJIy ¢ MOMEHTA €ro YTBEP)KICHHS M JIEHCTBYET
OeccpovHo.

7.2. Hacrosmuii ITopsiok noasiexXuT nepecMoTpy He pexe 0JTHOTO pas3a B TPU Toa.

7.3. H3MeHeHus u AomoJiHeHUs B HacTosmuid [Topsiok BHOCATCS mpuka3oM Jlupekropa
YupexneHus.
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O®OPMA

)Kypﬂa.n yYueTra CbEMHBIX MAIIMHHBIX HOCHTeeil NMEPCOHAJTBHBIX JAHHBIX

B MAY J10 «IAT um.E.N. Ilopomuna»

[Mpunoxernne 1

K MOPS/IKY OOpAIIeHUsI CO ChEMHBIMHU
MalIMHHBIMU HOCUTEJISIMU MTEPCOHATBHBIX
nanueix B MAY J1O «JAT um.E.N.

[Topomnnay

No Howmep Pacnicka B monyueHun IToamnuce Jara u Homep
— | Tun HOCHTENA (cepwmitnbrii/ OTBETCTBEHHOTO Mecto xpaHeHus IIpumeuanue aKTa
n/m . 0)5(0] Jata [Moanuce
WHBEHTapHBIN) Jmna YHHYTOXCHUS
1 2 3 4 5 6 7 8 9 10
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[Mpunoxenue 2

K HOPSAKY 0OpalieHusi CoO CbeMHBIMU
MaIIMHHBIMH HOCUTEJISIMH IEPCOHAIBHBIX
nanaeix B MAY 10 «IJT um.E.N.
[Topommuax»

POPMA
AKT

« » 20 T No

06 YHUYTOXKCHUU CHbEMHBIX MAIlIMHHBIX
HOCUTENEH NEPCOHAJIBHBIX JaHHBIX

Komuccus B cocrase:
IIpencenarens:

YieHbl KOMHUCCHM:

1.

2.

3.
CcoCTaBuIn HaCTOHH_[I/Iﬁ AKT O TOM, 4YTO B PE3YyJIbTATC HpOBG,Z[CHHOﬁ SKCHepTHOﬁ OLICHKH
NOJJICKAT YHMUYTOXKCHUIO CICAYIOMMEC ChbEMHBIC MAINMHHBIC HOCUTC/IM IICPCOHATIBHBIX JTaHHBIX .

No Jlata OKOHUYaHUsI CPOKa 00PabOTKH Y4eTHBI HOMEP ChEMHOTO HOCUTES HIIH
H/_H 38.(1)I/IKCI/IpOBaHHI)IX Ha HOCHUTCIIC HaMMCEHOBAHUE TCXHUYCCKOT'O CPEACTBA, HA HpI/IMe‘IaHI/Ie
NIEPCOHAJIBHBIX JAHHBIX KOTOPOM YHHYTOKArOTCsl (hailiibl
1 2 3 4

Bcero cbeMHBIX HOCUTEIIEN

(undpamu 1 IPOIKCHIO)
HepetmcneHHme CbCMHBIC HOCUTCIIN YHUUYTOXKCHBI ITYTEM

(MEXaHMYECKOT0 YHUUTOXKEHHMS, CKUTAaHHS, pa3pe3anus, 1eGopMUPOBAHUS U T.I1.)

IIpencenarens:

YeHbl KOMUCCHUM:
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